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Services ƉWhich Services?

Å How many services (physical and digital) does your university provide?

Å How many of these are actually used?

Å How many are even known to students and staff?

Å «Tŷ J³X º|X´X ³XJӃӃÉ żservicesŽƉ­³ ¤Ä´º żofferingsŽų

If nobody uses it, is it still a service?
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What is a service?
Definitions:

Service:

ź service is a means of delivering value to customers by facilitating outcomes that customers want to achieve 
without 
the ownership of specific costs and risksŶŻ

ITIL Practitioner Guidance

Customer

Å Defines requirements

Å Expects value    $Ä´º­ªX³ Ƕ $­«´ÄªX³

Å Payes for the service       ­ZZX³ «z Ƕ ´X³Æ NX

Consumer

Å Actually uses the service 

Ą  We mostly focus on the offering, not the service

Ą No usage Ą no value Ą no service
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Universities as service ecosystems
Core-Business of a University:

Å Lerning and Teaching

Å Research

Å Transfer

Services of a modern / smart campus 
are all enabling capabilities
V  access the course catalog
V  access the Wifi (eduroam)
V  access the Learning Management System or Video-Platform
V  access the course material
V  access to library resources

V  giving access to rooms / campuses
V  serving food in canteens or cafees
V  copying & printing
V  attendance registration
V  transport
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What successful services have in common
Two examples:

Library     

V  physical + digital 

V  long-established

V  clearly visible

V  integrated in workflows

These services succeed not because of technology, but because of:

ü visibility

ü simplicity

ü trust

ü integration into daily workflows
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eduroam (Wifi )

V  seamless access

V  cross-institutional

V  one account / login, many 
locations 

V  strong branding



The hidden complexity of higher education services
Internal view Access layer User Experience

Å service name (often technical)
Å ownership unclear
Å distributed responsibility

Åmultiple accounts and logins
Å different authentication mechanisms
Å inconsistent URLs
Å no single-entry point

Å fragmented interfaces
Å no overview
Å unclear relevance
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From a user perspective, this is not a service landscape ς it is a maze.

!ƴŘ ǘƘŀǘΩǎ ŦƻǊ ǎƛƴƎƭŜ ǎŜǊǾƛŎŜǎ ƻŦ ƻƴŜ ƛƴǎǘƛǘǳǘƛƻƴ 
Ą how about shared services, within your institution, within your city, our alliance, the Erasmus+ area?



From a good service to a shared service
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Stages of Digitalization Ɖ Period of Digital transformation

Digitalization  1.0

ƌDigitization  ς create digital versions of analog documents 

Digitalization 2.0

ωDigitalization with internal focus

ωOptimize internal administrative processes ςorganization centric optimizations

ωProcessing of data

Digitalization 3.0

ωDigitalization with focus on the user ς user centric optimizations 

ωOptimization on how services are discovered and seamlessly used

ωFlow of data
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Ą Digital transformation (a hard shift)

ĄService-oriented
ĄDigital identity
Ą Interoperability

Ą Digitization vs. Digit alization (machine readable content / payload)

Ą User Experience



        - The European University Alliance for Global Health
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9 Universities, 1 Goal
#Ä ӃT «z (Ä³­°XŻ´ $Jª°Ä´ Z­³ +Ӄ­MJӃ ,XJӃº|

ü Equipping students and staff with the
skills needed to shape the future of 
global health

ü Creating a seamless, inclusive 
European campus that enables 
mobility , joint learning opportunities, 
and shared infrastructure

ü Addressing pressing health issues 
through interdisciplinary, co-created 
education, research and innovation that 
engages with social needs 

15-20 % foreign students

40 % European citizens
60 % from other nations



Background
Vision of the European Commission: Towards a European Education Area
It is in the shared interest of all EU Member States to harness the full potential of education and culture as 
drivers for job creation, economic growth and improved social cohesion, as well as a means to experience 
European identity in all its diversity.

The Commission is developing initiatives to help work towards a European Education Area. 
The vision contained within this policy is that, across the EU:

Ą spending time abroad to study and learn should become the norm

Ą school and higher education qualifications should be recognised across the EU

Ą¦«­Ç «z ºÇ­ ӃJ«zÄJzX´  « JTT º ­« º­ ­«XŻ´ ª­º|X³ º­«zÄX ´|­ÄӃT MX ´ºJ«TJ³T

Ą everyone should be able to access high-quality education, irrespective of their socio-economic background

Ą people should have a strong sense of their identity as a European, of (Ä³­°XŻ´ NÄӃºÄ³JӃ |X³ ºJzXand its 
diversity

Source: https://ec.europa.eu/education/education -in-the-eu/european-education-area_en
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The Higher Education Interoperability Framework
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A|X (Ä³­°XJ« (TÄNJº ­«  ³XJ Z­NÄ´X´ ­« º|X ӃXJ³«X³Ż´ ¤­Ä³«XÉŵ JN³­´´  «´º ºÄº ­«´

Two Use-Cases are essential for a smooth and seamless mobility:

V User Identity

V Access Tools



Digital Credentials for Higher Education
Two Digital Credential Verticals, one Wallet Environment 
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Long-Term Digital Credentials

Å Diplomas / Diploma Supplements

Å Transcript of Records

ÅMicro -Credentials 

Ą Digitization of Academic Proofs 
of Achievement

Ą DC4EU / EBSI / EDEH Interoperability Framework

Short-Term Digital Credential 

Å Student IDs

Å Library-IDs

Å Event-Tickets

Ą Digitalization of Service Access

Ą European Student Card / eduTAP

European Digital Identity Wallet 

(EUDI-Wallet)

Å Container for Credentials

ÅWeb-Wallet

Ą Digitize, digitalize and simplify 
administrative processes



Use Case 3: Access Tools
Use Case 3: Access to shared tools and resources

Ą It is not about building new tools, 

Ą It is about making existing tools accessible across institutions 

ĄThat where Use Case 7: User identity comes in Ą giving access to the Service

V  Authentication

V  Authorisation
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Key to all Services Ą Identification / Authentication

Ą Triple-A-System
V (Identification)

V Authentication

V Authorization

V Accounting

14

Something 
you ARE

Å Biometrics

Something 
you KNOW
Å Password 
Å PIN

Something 
you HAVE
Å Chip card 
Å Token
Å Smartphone

Authentication Factors



User Experience is key Ɖ Benchmarks 
Providing best of class user experience is about seamless and clear service access 

Å For Member of the Higher Education Institution

Å For members of other Higher Education Institutions / Partners 

Å For incoming members of other Higher Education Institutions / Partners Ą short- & long-term Mobility

For the Person User Experience is key, it should be as easy and simple as possible

Å Benchmark Examples

 WLAN Access     Login to Online Services

Ą To access services (physical) on site it should be as easy as using the Wifi  with eduroam

15



eduGAIN & eduroam Member Countries
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Ą eduGAIN Federation Members Ą eduroam Service Providers



Higher Education
Sector

Student Unions / 
Student Affairs

e.g.

NRENs
(National Research and 

Education Networks)

e.g.

Erasmus+ programme of EU 
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Technology Provider

Solution Providers
e.g.

Higher Education Institutions
e.g.

> 5.000 Instituti ons
> 20.000.000 Students

NAs
(National Agencies 

for Erasmus+)

e.g.

Digitalization projects

ht tps://erasmu s-plu s.ec.eur opa.eu /cont act s/nati onal-agencies ht tps://abou t.geant .org/mem bership/mem bership-map/ 

European University 
Alliances

e.g. 

https://education.ec.europa.eu/european-universi ties-factsheets 

The Stakeholder-Landscape
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Service Providers
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Essential Step Ɖ be an eduGAIN-Member
EUGLOH Members within eduGAIN:
V Université Paris-Saclay, France

V Lund University, Sweden

V University of Szeged, Hungary

V University of Porto, Portugal

V Ludwig-Maximilians-Universität München, Germany

V University of Alcalá, Spain

V UiT, The Arctic University of Norway, Norway

V University of Novi Sad, Serbia

V University of Hamburg, Germany

V University of Amsterdam, A|X 6XTX³ӁJ«TŹ´

V Stellenbosch University, South Africa

Ą EUGLOH is connected

Ą The Infrastructure already exists
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Source: https://technical.edugain.org/entities 

https://technical.edugain.org/entities


Authentication and Authorization Infrastructure
Authentication and Authorization Infrastructure (AAI) and AAI -Federation 

Ą eduGAIN is a key to user identity interoperability

Ą Interoperability depends very much on same understanding of vocabular and specifications (LDAP-Schema)

V eduPerson

V SCHAC (Schema for Academia)

V SAML

V OIDC

ĄWhat is MyAcademicID?

MyAcademicID ǶEuropean Student Identifier

19



eduPerson & SCHAC Schema Explained
eduPerson
Å 2.2.1. eduPersonAffiliation
Å 2.2.2. eduPersonEntitlement
Å 2.2.3. eduPersonNickname 
Å 2.2.4. eduPersonOrgDN
Å 2.2.5. eduPersonOrgUnitDN 
Å 2.2.6. eduPersonPrimaryAffiliation
Å 2.2.7. eduPersonPrimaryOrgUnitDN
Å 2.2.8. eduPersonPrincipalName
Å 2.2.9. eduPersonPrincipalNamePrior
Å 2.2.10. eduPersonScopedAffiliation
Å 2.2.11. eduPersonTargetedID
Å 2.2.12. eduPersonAssurance
Å 2.2.13.  eduPersonUniqueId
Å 2.2.14.  eduPersonOrcid

Example of an eduPersonScopedAffiliation:
student@lmu.de
student@up.pt
student@eugloh.eu 
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SCHAC (Schema for Academia)
Å Personal Characteristics

Å schacMotherTongue
Å schacDateOfBirth
Å schacYearOfBirth
Å schacPlaceOfBirth
Å schacCountryOfCitizenship
Å schacSn1
Å schacSn2
Å schacPersonalTitle

Å Contact / Location Information
Å schacHomeOrganization
Å schacHomeOrganizationType
Å schacCountryOfResidence
Å schacUserPresenceID

Å Student Information
Å Employee Information

Å schacPersonalPosition
Å Linkage Identifiers / Foreign Keys

Å schacPersonalUniqueCode
Å schacPersonalUniqueID

Å Entry Metadata / Administration Information
Å schacExpiryData

Å Confidentiality / Attribute Release (Visibility)
Å schacUserPrivateAttribute

Examples:
schacHomeOrganization: lmu.de
schacPersonalUniqueCode: [urn:schac:personalUniqueCode:int:esi:lmu.de:1234567890]

Base-Schemas
Å givenName
Å sn (surname)
Å displayName
Å initials
Å title
Å jpegPhoto
Å mail
Å phone
Å cn
Å uid
Å o
Å ou
Å peferredLanguage
Å homePostalAddress
Å postalAddress

Å dfnEduPersonLibraryPatronId
Å dfnEduPersonLibraryUsergroup

Å dfnEduPersonFinalDegree
Å dfnEduPersonTypeOfStudy

Ą EDEH HEIF TF 3: User Identity to clarify 

mailto:student@lmu.de
mailto:student@up.pt
mailto:student@eugloh.eu


From Authentication to User Data
The AAI/eduGAIN Backbone: AARC Architecture

Key-Components in AAI (SAML-Names):

Å Identity Provider (IdP)

Å Service Provider (SP)

Å Discovery Service (DS) Ą WAYF

Additional but uncommon elements today:

Å Attribute Authorities

ÅMetadata Aggregators

Ą MyAcademicID-Network

21



MyAcademicID  & MyAccessID
MyAcademicID as bridge between
eduGAIN (AAI for Universities) and eIDAS 
to the services of universities and in mobility context

MyAcademicID & MyAccessID are a centralized Services of Géant

22



Trust level / Assurance Level

23

no trust

normal

substantial / 
medium

high
Authentication
Å .                        compliant
Ą eID of EU Citizen IDs
Ą provided by HEI for 

foreign Students

Identity proofing:
Ą officially confirmed 
Ą Identity document automated and 

technically checked to be genuine 
and represent the claimed identity

Authentication
Å certificate based
Å FIDO2
Å Smart ID

Identity proofing:
Ą officially confirmed
Ą manual check of a 

government issued 
photo-ID

Authentication:
Å username / email

+ password
Identity proofing:
Ą self-asserted
Ą verified e-mail 

address

Ą Very important for IDENTIFICATION & AUTHENTICATION
Ą Quality of identity (personal) data
Ą Type of authentication & consequences for 

identification medium

eduPersonAssurance:
https:// refeds.org / assurance

https:// refeds.org / assurance /ATP/ePA - 1m

https:// refeds.org / assurance /ID/ eppn - unique - no- reassign

https:// refeds.org / assurance /IAP/ low

https:// refeds.org / assurance /IAP/medium

https:// refeds.org / assurance / profile / cappuccino

https:// refeds.org / assurance /ID/ unique

Ą

https:// refeds.org / assurance /IAP/high



AAI-Attributes and Examples Ɖ eduPersonAffiliation
V A natural person has an account at their home institution 
V All institutions apply the same ruling on Affiliation Ą Problem: Who is a student?

V Allow usage of services by an Authentication Methodes
V Login via SSO Ą Shibboleth
V Present a credential Ą EUID-Wallet / eduTAP
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Level Label

0 Early childhood education

1 Primary education

2 Lower secondary education

3 Upper secondary education

4 Post-secondary non-tertiary education

5 Short-cycle tertiary education

6 .ŀŎƘŜƭƻǊΩǎ ƻǊ ŜǉǳƛǾŀƭŜƴǘ

7 aŀǎǘŜǊΩǎ ƻǊ ŜǉǳƛǾŀƭŜƴǘ

8 Doctorate or equivalent

x Faculty or Staff member of HEI

staff facultystudent

employee

member affiliatealum

ISCED:2011 Level

UNESCO ISCED:2011:
International Standard Classification of Education

Natural person

roleaccount

Login / Medium / 
Credential / 
Card / Pass

1..n

n..m

1..n

1..n

Service
1..1



Key to all Services Ą Identification / Authentication

Ą Triple-A-System
V (Identification)

V Authentication

V Authorization

V Accounting

25

Something 
you ARE

Å Biometrics

Something 
you KNOW
Å Password 
Å PIN

Something 
you HAVE
Å Chip card 
Å Token
Å Smartphone

Authentication Factors
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Identification
Å Identification
ÅStatus verification
ÅProof of entitlement
ÅSingle Sign On / 2FA / 

FIDO2
ÅAttendance check
Å Check-in for exams
Å attendance at courses
Å Time recording

ÅElectronic Signature 
(of legal documents)

Electronic payment / 
cashless campus
ÅCanteen & cafeterias
ÅVending machines
ÅPrinting / scanning 

(secure & follow me printing)

ÅTicketing
(events and conferences)

Physical Access Control
ÅAreas (campus, parking lot)

ÅBuildings
ÅRooms
Å Classrooms
Å Labs
Å Computer rooms
Å Learning spaces
Å Offices
Å Accommodation facilities 

(i.e., dorms)

ÅAthletic facilities

Library services
ÅAccess to / borrow
Å Physical media (book, 

audio and video media)
Å E-media (book, audio and 

video media) 

ÅLearning spaces

Transport
ÅOn campus services

(university shuttle service)

ÅPublic transport tickets 
& discounts

Discount and promotions
ÅDiscounts 

on cultural activities 
Å Museums 
Å theaters 
Å cinemas

ÅShops
ÅRestaurants

providing service Ą create benefits

On- & Off-Campus Ą On-Site Usage / Proximity Use-Cases
+ Online Services

Campus Cards are about AccessingServices



The European Student Card (ESC)
The European Student Card Ɖ a project to add a European dimension to local Student IDs

V   Securely validate the student status

V A great vision 
27

European Student Card logo

Combines the European identity (text & 

flag) with the QR code. It facilitates the 

implementation and recognition of the 

ESCs

ESCN - European Student Card Number 

Unique card identifier that serves to link a 

specific card to the specific higher 

education institution who produced it and 

to identify a card

ESI - European Student Identifier

Unique identifier that allows to link a given 

student to a specific ESC. It is not 

recommended to be printed on the card.

Idea by Ą 
Jean-Paul Roumegas 
(les Crouse)



The European Student Card (ESC)
Benefits of the European Student Card Initiative

Å For students: 
Ą Easy access to course materials prior to mobility, online course registration and automatic recognition

 of ECTS credits
Ą Immediate access to services at the host university, such as libraries, transport and accommodation
Ą Discounts on cultural activities throughout the EU

Å For Higher Education Institutions: 
Ą Easy, online management of the entire mobility process Ɖ from student selection to the recognition

of ECTS credits
Ą Online identification of students , simplified and secure exchange of student data 

- including academic records - between Higher Education Institutions 
Ą Reduced administrative burden associated with student mobility

Source: https://ec.europa.eu/education/education -in-the-eu/european-student-card-initiative_en

Ą European Student Card Project as implementing instance  
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The European Student Card (ESC) - History
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1 2 3

2012 ς 2013
ÅSigning of a protocol of Intent
ÅBilateral Franco-Italian agreement between: 
ÅFondazione ENDISU
ÅANDISU,
Åles Crous

November 2013
ÅExchange between the Cnous and 

the CPU on European Student Card

5 6 8

December 2015
ÅMemorandum of Understanding
ÅStudent Unions of 4 countries: 
ÅFrance
ÅGermany
ÅIreland,
ÅItaly
ÅExchange within ECStA

2016
ÅInstitutional structuring at European level
Ą Erasmus+ Strategic Partnership

2016 ς 2018 Ą European Student Card Project

Base-line for technical specification

2019 ς 2020 Ą MyAcademicID Project

2020 ς 2022 
ÅEuropean Digital Student Service Infrastructure Project
ÅESC-Tension Project ς European Student Card Extension 

and Adoption

2025 - Goal
ÅAll European / Erasmus+ Higher Education Institutions 

offer their students a European Student Card

4

Ą sole focus: students

7

Oct. 2024 ς New ESC
ÅNew ESC-Router
ÅNew Design
ÅQR-Code Mandatory

Idea by Ą 
Jean-Paul Roumegas 
(les Crouse)

Χ



The European Student Card (ESC)
Basic concepts
The European Student Card (ESC) is a new standard created by European Higher Education Institution (HEI) 
to promote student mobility within Europe (EHEA zone).

Ą The long-term objective is to give all European Students the same rights as a local student when travelling abroad. 

So, the idea is to create a card that can be accepted anywhere within Europe . This card gives access to an unlimited number of services that 
students use in their daily life, such as borrowing book from university library, accessing student cafeteria with discounted prices, accessing 
university premises, using public transportation etc.

Short- and long-term perspectives
The first basic service to be set up is student status authentication . This service offers the possibility for any organization (private business, 
public administration, association, HEI...) to confirm whether a card holder is a student or not. This service is a necessity because student status 
authentication is usually a prerequisite to give access to other services that are restricted to students . 
Å Other services will become available afterward , such as: 

Å The possibility to use the card as an electronic wallet for day-to-day expenses 
Å The possibility to write new information on the card after it has been delivered, 

granting access to a wide range of new services for the student 
Å The possibility of using the card as a key to allow exchange of data between HEIs, 

to facilitate administrative procedures during student mobility 
Å Dematerialisation of the card itself , using a smartphone 

Source: ESC Handbook for institution: C´X³´ź´ Guide to connect to the Platform 
(http://europeanstudentcard.eu/wp -content/uploads/2017/02/ESC -User-Guide-def.pdf)
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Ą Interoperability
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The European Student Card (ESC)
ESCI Ɖ ECHE requirements for HEIs: ſ.ª°ӃXªX«º º|X °³ ­³ º X´ ­Z º|X ;³­z³Jªŷ

Å By undertaking the necessary steps to implement digital mobility management in line 
with the technical standards of the European Student Card Initiative .

ÅŹż
Source: https://ec.europa.eu/info/funding -tenders/opportunities/docs/cap/eplus2020/eche -fp-2020/1877638 -charter-annotated-guidelines-feb2020_en.pdf 

Timeline Ɖ European Student Card Initiative (ESCI)
Å Erasmus Without Papers (EWP)
Å 2021 Ɖ Online Learning Agreements (OLA)
Å 2022 Ɖ Inter-Institutional Agreements (IIAs)
Å 2023 Ɖ Exchange Student Nominations, Acceptances, Transcripts of Records

ÅMyAcademicID
Å 2022 Ɖ European Student Identifier (ESI)

Å European Student Card Project (ESC)
Å 2025 Ɖ Implement and Issue European Student Cards ă 2020 Plan Ą postponed
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The European Student Card (ESC)

One Credential to rule them all?
With a QR-Code or a verifiable credential?

Ą not realistic
32

Seamless access to physical and 

digital services

while on mobility, e.g. Library, 

Public Transport, Physical Access



The European Student Card (ESC)

A complex system that works is invariably found to have evolved from a simple system 
that worked. The inverse proposition also appears to be true: 

A complex system designed from scratch never works and cannot be made to work. 
You have to start over, beginning with a working simple system.

Source: "John Gall's law" - from "Systemantics: How Systems Really Work and How They Fail" Ɖ 1975

Ą The European Student Card Vision can not be solved top-down 
with the current technical specification and implementation

Ą A new approach is required, based on existing, proven technologies, and a simple working system
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EUGLOH & ESC Ɖa shared vision and ambitions
We have a shared vision: seamless mobility & easy service access
But an ESC QR-Code was no option for us (GDPR & IT-Security wise), the long-term perspective a digital smartphone pass looked fascinating

             Ą a great vision
EUGLOH wanted to share their services across the alliance, and beyond (as we all have more partners)

The IT-Persons from LMU, U.Porto and Lund already knew each other Ą we met at ECCA 2019
V understand the technological possibilities , 
V knew and understand the topics, have access to major technology providers
V but also, the capabilities of the ESC Project team

Ą If we want a good and interoperable solution in the near future, we must come up with a working proposal

Ą That meets our requirements and audience (students, staff and professionals)
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Success factors Ɖ Understand the complexity
Ą Complexity management and possibilities to act Ɖ Stacey Matrix & Cynefin-Framework
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Clear
Sense > Categorise > Respond

Ą Best Practice

Complex
Probe > Sense > Respond

Ą Emergent Practice

Complicated
Sense > Analyse > Respond

Ą Good Practice

Chaos
Act > Sense > Respond

Ą Novel Practice
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Clear

How to KISS: Keep it Simple, Stupid



Think outside the card: Medium Ą Services
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Identification
Å Identification
ÅStatus verification
ÅProof of entitlement
ÅSingle Sign On / 2FA / 

FIDO2
ÅAttendance check
Å Check-in for exams
Å attendance at courses
Å Time recording

ÅElectronic Signature 
(of legal documents)

Electronic payment / 
cashless campus
ÅCanteen & cafeterias
ÅVending machines
ÅPrinting / scanning 

(secure & follow me printing)

ÅTicketing
(secure & follow me printing)

Physical Access Control
ÅAreas (campus, parking lot)

ÅBuildings
ÅRooms
Å Classrooms
Å Labs
Å Computer rooms
Å Learning spaces
Å Offices
Å Accommodation facilities 

(i.e., dorms)

ÅSports facilities

Library services
ÅAccess to / borrow
Å Physical media (book, 

audio and video media)
Å E-media (book, audio and 

video media) 

Ą Special case of 
 άtǊƻƻŦ ƻŦ ŜƴǘƛǘƭŜƳŜƴǘέ

ÅLearning spaces
Ą {ǇŜŎƛŀƭ ŎŀǎŜ ƻŦ άt!/έ

Transport
ÅOn campus services

(university shuttle service)

Ą Special case of 
 άtǊƻƻŦ ƻŦ ŜƴǘƛǘƭŜƳŜƴǘέ

ÅPublic transport tickets 
& discounts

Ą Special case of 
 άtŀȅƳŜƴǘέ κ άŘƛǎŎƻǳƴǘέ

providing service Ą create benefits

Electronic Payment /                  Physical Access Control     Library services                         Transport
cashless campus

Separate Service Passes
Å Local Services
Å Each service is associated with a distinct pass
Å Providers can choose appropriate technology per pass

ĄWorking solutions by solutions providers

A Common ID pass 
for all HEIs

(ISO/IEC 18013-5 based)
Ą Identity Pass

Discount and promotions
ÅDiscounts on cultural 

activities 
Å Museums 
Å theaters 
Å cinemas

ÅShops
ÅRestaurants
ĄSpecial case of 
άLŘŜƴǘƛŦƛŎŀǘƛƻƴέ κ 
ά{ǘŀǘǳǎ ǾŜǊƛŦƛŎŀǘƛƻƴέ κ 
άtǊƻƻŦ ƻŦ ŜƴǘƛǘƭŜƳŜƴǘέ



Campus Cards from a User Experience Point of View
User preferences for Smartphone Wallets:

V NFC / Contactless passes are better than scanning visual codes

V One pass per service is better
ü User control over which services to use
ü Auto-Presentment of pass needed
ü Clear contextual communication

(additional information on pass 
 specific for the service,
 specific branding of service)
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Identity

Discounts

Access

Library

ΧIntegrated Campus Card

Å Identity

Å Discounts
Å Access
Å Library 

Å Χ

divide and conquer



Identification / Authentication for Service Access
V Interoperability happens on the reader side Ą contactless communication protocols are better than visual codes

V Almost all readers in the market could read more than one standard (maybe a firmware upgrade necessary)

V QR-Codes are not considered a secure identification element (especially with an URL as content)

Ą It is all about User Experience
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ISO 14443A
ISO 14443B
ISO 15693

ISO 18000
ISO 18092

ECM-340
ECMA-352
ISO 11784

ISO 11785
NFC Tag Types 1-5

LEGIC
MIFARE Classic
MIFARE DESFireEV1/EV2

EM4102

MIFARE Classic
MIFARE DESFireEV1/EV2
HID iCLASS

HID Prox
Indala
ioProx

AWID
Keri
CASI-RUSCO

MIFARE Classic
MIFARE DESFireEV1/EV2
HID Prox

EM4102

MIFARE Classic
MIFARE DESFireEV1/EV2
LEGIC

Calypso
Moneo
Oyster

HID Prox
EM4102

MIFARE Classic
MIFARE DESFireEV1/EV2
HITAG

HID Prox

LEGIC
MIFARE Classic
MIFARE DESFireEV1/EV2

SONY Fel ica
TIRIS
CEPAS

Octopus
EM4102



Identity Linking Ą from eduGAIN to eduTAP
Å Utilization of decentralized / federated Authentication and Authorization Infrastructure

Å Online - fewer individual login credentials Ą higher assurance levels 
Å Bridging online identity to mobile credentials for reliable and trustworthy 

on-site service access Ą service-oriented + interoperability -oriented
Å Focus on Flow of data
Å The medium Wallet Pass as an extension of a Digital Identity
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Natural person

roleaccount

1..n

1..n

1..n

login credentials /
identification medium

user data

Ą externalization of the 
authentication process

Ą pass in the wallet for identification

authorization

Legal person



eduTAP Ɖ educational tapping
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ºJ° º­ Ź

V identify yourself,

Vverify your status,

Vproof your entitlement,

Vclaim a discount,

tap to access a service on-site directly:

V tap to pay (open and close loop-
payments),

V tap to open a door,

V tap to lend a book,

V tap to take a campus shuttle.

no app, just tap!
https://eduTAP.eu

https://edutap.eu/


eduTAP Ɖ educational tapping Ɖ What is eduTAP? 
ÅeduTAP the concept 
ÅSplitting integrated campus cards into dedicated service passes and a harmonized identity pass
ÅLeveraging the full potential of digital wallets 
ÅUse existing, secure and proven contactless standards Ɖ do not invent new standards

Ą Focus on User Experience and interoperability
ÅeduTAP the software Ɖ to enable HEIs and Service Providers to:
Åcreate, issue, and manage passes within the smart device wallet
Å interact with wallet passes to give access to services, identify, 

and verify the status of students and staff members

Ą eduTAP helps to fulfill the
great vision of the European Student Card

and enables interoperability and a better user experience
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Issuing process of wallet passes                             
reedeming 
Ą importance for the users Ɖ always the same consistent process
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System of 
Credential Issuer

Å IDM
Å Website

generates
Å Card Payload
Å Card Bundle

OEM-Wallet 
Server

converts card payload / 
bundle into pass
Ensures security 
features

A
P
I

A
P
I

A
P
I

   user / holder                                                                                             .

HTTP
JSON

HTTP
JSON

Download of passRequests pass

Credential issuer OEM-Manufacturer 
Infrastructure

Service Provider
(relying party)

Device of credential holder

Ą User Experience

ÅWeb-Provisioning
ÅApp-Provisioning
ÅWallet -Provisioning
ÅPush-Provisioning



Technical details and features of Wallets / Passes
Detail view on the Wallet

Ą The eduTAP solution is wallet agnostic, not bound to a specific wallet provider or company

Ą eduTAP just enables HEI and Service Providers to easily create and issue wallet passes
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Hardware-Layer (access to)
Å NFC / BLE / UWB
Å Secure Element / Security Chip
Å Subscriber Identity Module SIM/ eSIM

Operating System 
Layer (OS)
Å ;. Z­³ Ź

OS Wallet API

Wallet -App
ÅAccount-binding
ÅPresentation
ÅŹ

Wallet -
App

Wallet -
App

Wallet -
App

Pass
ÅSmart Select / Express Mode Selector
ÅDesign Ɖ visual presentation
ÅData-Slot Ą Smart Tap / VAS / Mifare  / mDoc (ISO/INC 18013 -5)

N
ec

es
sa

ry
 to

 is
su

e 
pa

ss
es

 to
 

al
l r

el
ev

an
t w

al
le

ts



Credential Management Platform and eduTAP Components
Ą Architecture of the delivery system

CMP
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IDM IDM / DB

Credential Issuer

REST-Backend
based on eduTAP 

Components
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Adoption of digital credentials and mobile credentials 
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Can your organization ignore 

the smarter IT 
for a better campus experience?

THE CHASM

Hype Cycle

The smarter IT already won 
the business-case test!



Recognition of eduTAP @ Conferences
ECCA Conference 2025 LMU Munich, Germany        EUNIS Conference 2025 Belfast, UK Ą Elite Award 
received
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