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Services - Which Services?

«  How many services (physical and digital) does your university provide?
 How many of these are actually used?
 How many are even known to students and staff?

« And: are these really “services” - or just “offerings”?

If nobody uses it, is it still a service?

—-—
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Definitions:
Service:

“A service is a means of delivering value to customers by facilitating outcomes that customers want to achieve
without
the ownership of specific costs and risks.”

ITIL Practitioner Guidance
Customer

* Defines requirements

* Expects value Customer # Consumer
» Payes for the service offering # service
Consumer

» Actually uses the service

- We mostly focus on the offering, not the service

- No usage - no value - no service —
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Universities as service ecosystems
Core-Business of a University: HIGHER EDUCATION BUSINESS REFERENCE MODEL
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What successful services have in common

Two examples:

Library eduroam (Wifi)

v physical + digital v' seamless access

v long-established v cross-institutional

v clearly visible v"one account / login, many
v integrated in workflows locations

v strong branding

These services succeed not because of technology, but because of:
> visibility

> simplicity

» trust

» integration into daily workflows

—-—



The hidden complexity of higher education services

Internal view Access layer User Experience

* service name (often technical) * multiple accounts and logins * fragmented interfaces
e ownership unclear » different authentication mechanisms ¢ no overview
» distributed responsibility * inconsistent URLs * unclear relevance

* no single-entry point

From a user perspective, this is not a service landscape — it is a maze.

And that’s for single services of one institution
- how about shared services, within your institution, within your city, our alliance, the Erasmus+ area?

-—_
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From a good service to a shared service

University / Central IT

Global

European / Erasmus+ Area

School / Department

National

Faculty
Institute
Chair / Research Group Institutional

Regional

Sovereignty
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Stages of Digitalization - Period of Digital transformation

Digitization — create digital versions of analog documents

Digitalization 1.0

- Digitization vs. Digitalization (machine readable content / payload)

Digitalization with internal focus
Optimize internal administrative processes — organization centric optimizations
Processing of data

Digitalization 2.0

- Digital transformation (a hard shift)

e Digitalization with focus on the user — user centric optimizations - Service-oriented
e Optimization on how services are discovered and seamlessly used - Digital identity
Digitalization 3.0 JRNEIVNGIICEIE - Interoperability

- User Experience M
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EUGLOH - The European University Alliance for Global Health
9 Universities, 1 Goal

Building Europe’s Campus for Global Health

» Equipping students and staff with the qﬁmﬁ/ F
skills needed to shape the future of ili

global health 338,500 54,000 112
Students Academic Staff  Faculties & Schools
» Creating a seamless, inclusive 15-20 % foreign students
European campus that enables 40 % European citizens

60 % from other nations

mobility, joint learning opportunities,
and shared infrastructure

» Addressing pressing health issues
through interdisciplinary, co-created
education, research and innovation that
engages with social needs
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3.5
Background

Vision of the European Commission: Towards a European Education Area

It is in the shared interest of all EU Member States to harness the full potential of education and culture as

drivers for job creation, economic growth and improved social cohesion, as well as a means to experience
European identity in all its diversity.

The Commission is developing initiatives to help work towards a European Education Area.
The vision contained within this policy is that, across the EU:

- spending time abroad to study and learn should become the norm

- school and higher education qualifications should be recognised across the EU

- knowing two languages in addition to one’s mother tongue should be standard

— everyone should be able to access high-quality education, irrespective of their socio-economic background

- people should have a strong sense of their identity as a European, of Europe’s cultural heritage and its
diversity

Source:; https://ec.europa.eu/education/education-in-the-eu/european-education-area en

—_
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The Higher Education Interoperability Framework

USE CASE 2

Discover Enhancing the visbility and Apply and get Simplifylng credit recognition.  pecegs tools Streamlining the management
comparability of diverse learning recoanition and cross-institutionat and govemnance of shared
and mobility opportunities 9 enrolment, emphasising - resources among alliance
across HEls, emphasising the seamiess data exchange to members, covering both physical
importance of machine-readable support all forms of leamer and virtual assets.

P metadata for easy compasison mobility and academic
and discovery. continuity. <
| OMS (Wetrsto) | Coune catalogie \ vl ~/ & [ Labooraiony access |
=D o
Generate data Establishing a standardised Eama md‘ag:""a['::maget":ls' tof  User identity ﬁf&“ﬁuﬂéfm“'w ke
approach for the exchange of credential

leamers’ activity data to ensure

(issuance, verification,

educational transitions, ensuring

: - revocation), affirming the - consistent identification
:::;:l:s;‘;:fg:nug of achievements from diverse throughout their academic
s, learning experiences. jourmney,
[ Cearning Anaivics | Micro-credentials Access  Federated identity
\ ) Stutdent Anatylcs - } B ) e ¥ Student cards

© Ewopean Digital Education Hub

The European Education Area focuses on the learner’s journey, across institutions

Two Use-Cases are essential for a smooth and seamless mobility:
v User Identity

v" Access Tools

Manage educational
resources

USE CASE 8

Institutional
identity

Promoting the accessibility and
mobility of educational
materials, fostering a
coliaborative and accessible
educational environment

Use and re-use

Developing a cohesive
framework for trusted
institutional identities,
facilitating smoother
collaborations and exchanges
between HEls.

Accrecitation  Ranking




3.5
Digital Credentials for Higher Education

Two Digital Credential Verticals, one Wallet Environment
Long-Term Digital Credentials European Digital Identity Wallet  Short-Term Digital Credential
(EUDI-Wallet) ,:'.::‘

EU Digital Identity

Wallet

* Diplomas / Diploma Supplements ¢ Container for Credentials * Student IDs
* Transcript of Records  Web-Wallet * Library-IDs
* Micro-Credentials * Event-Tickets

- Digitizqtion of Academic Proofs - Digitize, digitalize and simplify - Digitalization of Service Access
of Achievement administrative processes - European Student Card / eduTAP

- DC4EU / EBSI / EDEH Interoperability Framework —
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Use Case 3: Access Tools

Use Case 3: Access to shared tools and resources

- It is not about building new tools,
- It is about making existing tools accessible across institutions ‘/ | ﬁ

— That where Use Case 7: User identity comes in = giving access to the Service  USECASE?
User identity

v" Authentication <
v" Authorisation ﬁﬁ

—_
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Key to all Services = ldentification / Authentication

9 Triple_A_System Authentication Factors
v (Identification)
Something
. . you KNOW
v" Authentication e
Something o,
o o HAVE ometning
v" Authorization e you ARE

+ Token «  Biometrics
*  Smartphone

v' Accounting

-—_
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User Experience is key - Benchmarks

Providing best of class user experience is about seamless and clear service access

* For Member of the Higher Education Institution
* For members of other Higher Education Institutions / Partners

* For incoming members of other Higher Education Institutions / Partners = short- & long-term Mobility

For the Person User Experience is key, it should be as easy and simple as possible

« Benchmark Examples

eduroam %‘:edUGAIN

WLAN Access Login to Online Services

- To access services (physical) on site it should be as easy as using the Wifi with eduroam

—_
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eduGAIN & eduroam Member Countries

- eduGAIN Federation Members - eduroam Service Providers
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The Stakeholder-Landscape
EUGLOH
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cultural institutions (libraries, museums, theaters, cinemas). -

Erasmus+

Solution Providers

eg.
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Essential Step - be an eduGAIN-Member

EUGLOH Members within eduGAIN:

Université Paris-Saclay, France

Lund University, Sweden

University of Szeged, Hungary

University of Porto, Portugal
Ludwig-Maximilians-Universitat Minchen, Germany
University of Alcala, Spain

UiT, The Arctic University of Norway, Norway
University of Novi Sad, Serbia

University of Hamburg, Germany

University of Amsterdam, The Nederland’s

XN X X X X X X X

Stellenbosch University, South Africa

- EUGLOH is connected

— The Infrastructure already exists

GEANT 2 eduGAIN

Members  Joining  Tools  Policy framework  Operations  Support Wiki Main webpage
Entity Type Federations in eduGAIN
All @ Identity Providers (O Service Providers () Atiribute Authorities (standalone)
Participants 84
Entity attribute filter (>
Voting-only
o
No filter v Members
Federation filter (select one or more or start typing below to narrow the list) Candidates 8
All entities 10322
TAAT (Estonia)
TERNET IF (Tanzania) IldPs 6349
ThailDF (Thailand)
TIGERfed (Bangladesh) SPs 3992
Tuakiri New Zealand Access Federation (New Zealand) Standalone
UK federation (United Kingdom) Ads 2

WAYF (Denmark, lceland, Greenland)
YETKIM (Turkey)

Entity filter
@ Entityld search
Whole entity multiword search

|= ntitylD substring search |
Enter string for a case-insensiive subsiring malching. Orly EntityID is searched.

Reverse whole entity multiword search
ECCS IdP test status (> Entity clashes Validator warnings [ CoCo status (> SIRTFl errors (7
No filter v No info i No info ~ No filter v No filter v
Appeared in eduGAIN:
Any time This month Last 7 days @ Selected date:

Show Download CSV Clear form

Co-funded by
the European Union

Source: https://technical.edugain.org/entities
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Authentication and Authorization Infrastructure

Authentication and Authorization Infrastructure (AAIl) and AAl-Federation

— eduGAIN is a key to user identity interoperability

- Interoperability depends very much on same understanding of vocabular and specifications (LDAP-Schema)
v eduPerson

v" SCHAC (Schema for Academia)
v' SAML
v OIDC

- What is MyAcademiclD?
MyAcademiclD # European Student ldentifier

—_
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eduPerson & SCHAC Schema Explained
eduPerson SCHAC (Schema for Academia) Base-Schemas
- 291 eduPersonAffiliation «  Personal Characteristics + givenName

A . «  schacMotherTongue * sn(surname)
. 2.2.2. eduPersonEr)tltIement < schacDateOfBirth - displayName
« 2.2.3. eduPersonNickname +  schacYearOfBirth « initials
* 2.2.4. eduPersonOrgDN * schacPlaceOfBirth . title
« 2.2.5.eduPersonOrgUnitDN * schacCountryOfCitizenship - jpegPhoto
«  2.2.6. eduPersonPrimaryAffiliation Scﬂacgné e mail
« 2.2.7. eduPersonPrimaryOrgUnitDN . :EthPgrsonalTitle - phone
* 2.2.8.eduPersonPrincipalName - Contact / Location Information < ¢n
« 2.2.9. eduPersonPrincipalNamePrior «  schacHomeOrganization . uid
 2.2.10. eduPersonScopedAffiliation * schacHomeOrganizationType c 0
e 2.2.11. eduPersonTargetedID . SCEaCSOUHSWOfReSilSenCG - ou
° ° schacuserrresence
. %%i% eddulTDersonﬁss.uranI(C:ie «  Student Information * peferredLanguage
4. 19, eduirersonnique *  Employee Information ¢ homePostalAddress
° 2.2.14. eduPersonOrcid schacPersonalPosition * postalAddress
* Linkage Identifiers / Foreign Keys
Example of an eduPersonScopedAffiliation: « schacPersonalUniqueCode - dfnEduPersonLibraryPatronld
student@Imu.de +  schacPersonalUniquelD . dfnEduP Lib U
student@up.pt *  Entry Metadata / Administration Information NEdUFersonLibraryUsergroup
- «  schacExpiryData _
student@eugloh.eu «  Confidentiality / Attribute Release (Visibility) * dfnEduPersonFinalDegree
«  schacUserPrivateAttribute « dfnEduPersonTypeOfStudy
Examples: - EDEH HEIF TF 3: User Identity to clarify

schacHomeOrganization: Imu.de
schacPersonalUnigqueCode: [urn:schac:personalUniqueCode:int:esi:Imu.de:1234567890]
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From Authentication to User Data

The AAI/eduGAIN Backbone: AARC Architecture ‘Q .
AAR

AARC Blueprint Architecture —— [ ve

. = = = = 4= Authorisation Information Flow
NS LJser-H = = = = P Altribute Information Flow B
. USER IDENTITY ¥
Key-Components in AAI (SAML-Names): oo o sions ? @
| Aﬁth:‘ | eduGAIN
« |dentity Provider (IdP) “‘ o
LETTTJ
« Service Provider (SP) B \ =
COMMUNITY ACCESS PROTOCOL Mmmgmw r ——————— 7
. . ATTRIBUTE TRANSLATION
« Discovery Service (DS) > WAYF SERVICES [j | ATHORSATON
_ Senvice !
R s N
S l\ Y ™ Community | |
o e 0 . - I I' Authorisation
Additional but uncommon elements today: - Rebbbbt<  pRRRREERRREL e
: L ! T Yt el
* Attribute Authorities == :’ | e IR
. ! itorm | Tansaton O
« Metadata Aggregators ... =T —_— [
AA: OIDC ‘| J ! :
A | | |
- MyAcademiclD-Network B | | (oo sewcss — N o
1 |
e || - - - - L] En o) fue femler---
E 2E 58888
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MyAcademiclD & MyAccessID

MyAcademiclD as bridge between A 4
eduGAIN (AAIl for Universities) and elIDAS
to the services of universities and in mobility context = | =)

MyAcademiclD & MyAccessID are a centralized Services of Géant L ==

“LeduGAIN

HOAS - sl A Bridge

JHE B E = A, e




Trust level / Assurance Level

- Very important for IDENTIFICATION & AUTHENTICATION

- Quality of identity (personal) data

- Type of authentication & consequences for
identification medium

eduPersonAssurance:

https://refeds.org/assurance
https://refeds.org/assurance/ATP/ePA-1m

'substantial /

.
https://refeds.org/assurance/ID/eppn-unique-no-reassign d
e e medium
e/ et @ Authentication
- normal * certificate based
https://refeds.org/assurance/IAP/high Authentication: e FIDO2

* username/email * SmartID

+ password
ldentity proofing:
- self-asserted
- verified e-mail

address

|dentity proofing:

- officially confirmed

—> manual check of a
government issued
photo-ID

.no trust

MAXIMILIANS-

el EUGLOH

high

Authentication

* ﬂEIDoAS compliant
— elD of EU Citizen IDs

— provided by HEI for
foreign Students

|ldentity proofing:

- officially confirmed

—> lIdentity document automated and
technically checked to be genuine
and represent the claimed identity

—_
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MU
AAl-Attributes and Examples - eduPersonAffiliation

v" A natural person has an account at their home institution ISCED:2011 Level
v All institutions apply the same ruling on Affiliation = Problem: Who is a student? Label

Early childhood education

v Allow usage of services by an Authentication Methodes
v" Login via SSO = Shibboleth
v" Present a credential > EUID-Wallet / eduTAP

Primary education

Lower secondary education

Upper secondary education

student Post-secondary non-tertiary education

Natural person Short-cycle tertiary education

Bachelor’s or equivalent

Master’s or equivalent

0 IiIN OjJ U1 A W N —, O

Doctorate or equivalent

X Faculty or Staff member of HEI

UNESCO ISCED:2011:
International Standard Classification of Education

account

Login / Medium /
Credential /
Card / Pass member affiliate
1..1
Service




-
Key to all Services = ldentification / Authentication

9 Triple_A_System Authentication Factors
v (Identification)
Something
. . you KNOW
v" Authentication e
Something o,
o o HAVE ometning
v" Authorization e you ARE

+ Token «  Biometrics
*  Smartphone

v' Accounting

-—_
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MUNCHEN

Campus Cards are about Accessing Services

Identification Electronic payment / Physical Access Control Library services Transport Discount and promotions
¢ |dentification cashless campus * Areas (campus, parking lot) e Access to / borrow * On campus services * Discounts
* Status verification * Canteen & cafeterias * Buildings *  Physical media (book, (university shuttle service) on cultural activities

. o a d d d d . q .
* Proof of entitlement * Vending machines * Rooms  Ereds (b‘gofoaT;o'zL . Public transport tickets l\l/:useums
’ ¢ theaters

. . o Drinti . . ! : & discounts
Single Sign On/ 2FA/ Printing / scanning E;isssrooms video media) 1SCOU . dnemas

secure & follow me printin i
FIDO2 ( f printing) T TS * Learning spaces Shops

Attendance check * Ticketing Learning spaces Restaurants
s Check-in for exams (events and conferences) Offices

* attendance at courses Accommodation facilities

» Time recording (i.e., dorms)

Electronic Signature Athletic facilities

(of legal documents)

On- & Off-Campus = On-Site Usage / Proximity Use-Cases
+ Online Services

providing service = create benefits




The European Student Card (ESC)

v Securely validate the student status

Student

identity card

- European
Student Card
A, Ca T

0123 456 789 10

ESC
Hologram

- QR code for
authentication

T R ——

Nom de 'étudiant !
J ]

Numéro de I'étudiant 1
Code pays (ou drapeau) :
]

]

1

Idea by >

T

European Student Card logo

Combines the European identity (text &

flag) with the QR code. It facilitates the

implementation and recognition of the
ESCs

ESCN - European Student Card Number

Unique card identifier that serves to link a
specific card to the specific higher
education institution who produced it and
to identify a card

ESI - European Student Identifier

Unique identifier that allows to link a given
student to a specific ESC. It is not
recommended to be printed on the card.

MAXIMILIANS-

el EUGLOH

The European Student Card - a project to add a European dimension to local Student IDs

European
Student Card

ROPEAN STUDEN

Jean-Paul Roumegas \/ A great ViSiOn

"y (les Crouse) —



The European Student Card (ESC)

Benefits of the European Student Card Initiative

* For students:

— Easy access to course materials prior to mobility, online course registration and automatic recognition
of ECTS credits

= Immediate access to services at the host university, such as libraries, transport and accommodation
- Discounts on cultural activities throughout the EU

* For Higher Education Institutions:

— Easy, online management of the entire mobility process - from student selection to the recognition
of ECTS credits

- Online identification of students, simplified and secure exchange of student data
- including academic records - between Higher Education Institutions

- Reduced administrative burden associated with student mobility

Source: https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative en

- European Student Card Project as implementing instance

-—_
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https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
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The European Student Card (ESC) - Histor

2012-2013
* Signing of a protocol of Intent
* Bilateral Franco-ltalian agreement between:
* Fondazione ENDISU
* ANDISU,
* les Crous
November 2013
* Exchange between the Cnous and
the CPU on European Student Card

2016
* Institutional structuring at European level
—> Erasmus+ Strategic Partnership

2016 — 2018 > European Student Card Project

AN STUL

Base-line for technical specification

December 2015
* Memorandum of Understanding
* Student Unions of 4 countries:

* France

* Germany

* Ireland,

4

Idea by >
Jean-Paul Roumegas
(les Crouse)

* Exchange within ECStA

2019 — 2020 > MyAcademiclD Project

— sole focus: students

MAXIMILIANS-

el EUGLOH

LMU

E

PR

2025 - Goal | - 2 ,s% Comité National
e All Europ.ean / Erasmus+ Higher Education Institutions }‘ de la Carte Etudiant
offer their students a European Student Card @ ?;; et de ses Usages
European
Student Card

Oct. 2024 — New ESC
* New ESC-Router
* New Design

* QR-Code Mandatory

FONDAZIONE
2020 - 2022 ENDISU
* European Digital Student Service Infrastructure Project
* ESC-Tension Project — European Student Card Extension

and Adoption i

u I Deutsches Studentenwerk

DER VERBAND DER STUDENTENWERKE
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The European Student Card (ESC)

Basic concepts
The European Student Card (ESC) is a new standard created by European Higher Education Institution (HEI) e
to promote student mobility within Europe (EHEA zone).

- The long-term objective is to give all European Students the same rights as a local student when travelling abroad.

So, the idea is to create a card that can be accepted anywhere within Europe. This card gives access to an unlimited number of services that
students use in their daily life, such as borrowing book from university library, accessing student cafeteria with discounted prices, accessing
university premises, using public transportation etc.

Short- and long-term perspectives
The first basic service to be set up is student status authentication. This service offers the possibility for any organization (private business,
public administration, association, HEL...) to confirm whether a card holder is a student or not. This service is a necessity because student status
authentication is usually a prerequisite to give access to other services that are restricted to students.
*  Other services will become available afterward, such as:
¢ The possibility to use the card as an electronic wallet for day-to-day expenses
* The possibility to write new information on the card after it has been delivered,
granting access to a wide range of new services for the student
* The possibility of using the card as a key to allow exchange of data between HEls,
to facilitate administrative procedures during student mobility

* Dematerialisation of the card itself, using a smartphone
Source: ESC Handbook for institution: Users's Guide to connect to the Platform

(http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf)

- Interoperability
_



http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf

The European Student Card (ESC)

ESCI - ECHE requirements for HEls: ,Implement the priorities of the Program:

» By undertaking the necessary steps to implement digital mobility management in line
with the technical standards of the European Student Card Initiative.

. [{§

Source: https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020 en.pdf

Timeline - European Student Card Initiative (ESCI)

« Erasmus Without Papers (EWP)
¢ 2021 - Online Learning Agreements (OLA)
« 2022 - Inter-Institutional Agreements (llAs)
« 2023 - Exchange Student Nominations, Acceptances, Transcripts of Records

* MyAcademiclD
« 2022 - European Student Identifier (ESI)

« European Student Card Project (ESC)
« 2025 - Implement and Issue European Student Cards < 2020 Plan = postponed

-—_
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
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The European Student Card (ESC)

European

Student Card ' A

Y
[ | |

STUDENT C /

a s

Student
identity card

) Mello,
Student's name

{0 % europeanstudentcardeu + @&

oy o o Seamless access to physical and
0123 456 789 10 e ”’* ' digital services

v/ European Student Card

Establishes a common European identity for higher

©@ Valid

Issuing institution:

© ESC Webinar Demo

Europoan Student Card [ ] Expiry Date 2025-10-24
At
Lty Maneiare verrstin Wonches Activation Date: 2025-10-22
[
:‘ & Students can get their student status verified easily across
Europe with their European Student Card.

- i With a QR-Code or a verifiable credential?

.3:,. European
Student
= Card




The European Student Card (ESC)

A complex system that works is invariably found to have evolved from a simple system
that worked. The inverse proposition also appears to be true:
A complex system designed from scratch never works and cannot be made to work.
You have to start over, beginning with a working simple system.

Source: "John Gall's law" - from "Systemantics: How Systems Really Work and How They Fail" - 1975
- The European Student Card Vision can not be solved top-down

with the current technical specification and implementation

— A new approach is required, based on existing, proven technologies, and a simple working system

—_
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EUGLOH & ESC - a shared vision and ambitions

We have a shared vision: seamless mobility & easy service access

But an ESC QR-Code was no option for us (GDPR & IT-Security wise), the long-term perspective a digital smartphone pass looked fascinating

W5 D2 great vision

EUGLOH wanted to share their services across the alliance, and beyond (as we all have more partners)

£220Ca, The IT-Persons from LMU, U.Porto and Lund already knew each other > we met at ECCA 2019
u:? %+ understand the technological possibilities,
%% Q&” v knew and understand the topics, have access to major technology providers
ossY

v but also, the capabilities of the ESC Project team

- If we want a good and interoperable solution in the near future, we must come up with a working proposal

- That meets our requirements and audience (students, staff and professionals)

-—_



3.5
Success factors - Understand the complexity

- Complexity management and possibilities to act - Stacey Matrix & Cynefin-Framework

unclear

Complex Complicated
Probe > Sense > Respond Sense > Analyse > Respond
- Emergent Practice - Good Practice

Complex

What?
Requirements / Stakeholders

Chaos Clear

Act > Sense > Respond Sense > Categorise > Respond

Complicated

- Novel Practice - Best Practice

clear

own Technology / Processes o How to KISS: Keep it Simple, Stupid

How
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'hink outside the card: Medium = Services

Identification Electronic Payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Discounts on cultural
Status verification activities
Proof of entitlement *  Museums
Single Sign On / 2FA / esi=rs

o cinemas

FIDO2 Separate Service Passes + Shops
Attendance check . * Restaurants

Check-in for exams * Local Services > Special case of

attendance at courses

Time recording * Each service is associated with a distinct pass “|dentification” /

Electronic Signature * Providers can choose appropriate technology per pass “Status verification” /
(of legal documents) “Proof of entitlement”

- Working solutions by solutions providers

A Common ID pass

for all HEIs
(ISO/IEC 18013-5 based)
—> Ildentity Pass

providing service = create benefits




3.5
Campus Cards from a User Experience Point of View

User preferences for Smartphone Wallets:

Identity

v" NFC / Contactless passes are better than scanning visual codes —

v' One pass per service is better Access

» User control over which services to use Wi
» Auto-Presentment of pass needed

Integrated Campus Card

» Clear contextual communication \dentity
(additional information on pass e Discounts
specific for the service, *  Access
specific branding of service) Library

divide and conquer




£E

EUGLOH

|
ldentification / Authentication for Service Access

v Interoperability happens on the reader side = contactless communication protocols are better than visual codes

v" Almost all readers in the market could read more than one standard (maybe a firmware upgrade necessary)

v" QR-Codes are not considered a secure identification element (especially with an URL as content)

- It is all about User Experience

MIFARE Cla ssic
MIFARE DESFire EV1EV2
HIDiCLASS

MIFARE Classic ) .
MIFARE DESFire EVTEV2 . MIFARE DESFire EV1EV2
. SONY Felica
ID Prox o

ECM-340

ISO 144438 Eoyia 35
ISO 14438 151 1784
150 15693 o




MAXIMILIANS-

Identity Linking = from eduGAIN to eduTAP

« Utilization of decentralized / federated Authentication and Authorization Infrastructure
* Online - fewer individual login credentials = higher assurance levels

* Bridging online identity to mobile credentials for reliable and trustworthy (N .
s c . . . ope . \&'MyAcademiclD
on-site service access - service-oriented + interoperability-oriented
* Focus on Flow of data Login with
* The medium Wallet Pass as an extension of a Digital Identity Examples: Universily of Bologna, name @aut
or

Legal person Natural person

£  Login with elDAS

G Login with Google

login credentials / . o
. e s . m——— authorization
identification medium

- externalization of the
authentication process L S T
. . oo . which may be made of the information contained therein.
- pass in the wallet for identification user data

sZeduGAIN

Co-financed by the Connecting Europe Facility of the European Union

—

eduTEAMS by GEANT /|

—_



3.5
eduTAP - educational tapping

tap to ... tap to access a service on-site directly:
JAP TO PAY v identify yourself, v’ tap to pay (open and close loop-
v_ verify your status, payments)
) ) |
))% v proof your entitlement, ¥ tap to open a door,

v tap to lend a book,
v' tap to take a campus shuttle.

v’ claim a discount,

no app, just tap!

https://eduTAP.eu

—_



https://edutap.eu/

-
eduTAP - educational tapping - What is eduTAP?

* eduTAP the concept
 Splitting integrated campus cards into dedicated service passes and a harmonized identity pass
* Leveraging the full potential of digital wallets
« Use existing, secure and proven contactless standards - do not invent new standards

- Focus on User Experience and interoperability

* eduTAP the software - to enable HEIls and Service Providers to:
« create, issue, and manage passes within the smart device wallet

* interact with wallet passes to give access to services, identify,
and verify the status of students and staff members

— eduTAP helps to fulfill the
great vision of the European Student Card
and enables interoperability and a better user experience

—_
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Issuing process of wallet passes

reedeming
. WebBol PO

* App-Provisioning
» Wallet-Provisioning
* Push-Provisioning

4] eduGAIN

user / holder

Add to Add to >
Apple Wallet SAMSUNG Wallet

Requests pass Download of pass

OEM-Wallet

System of Server

Credential Issuer P

IDM
Website

generates converts card payload /
» Card Payload bundle into pass

e Card Bundle Ensures security
features

Credential issuer OEM-Manufacturer Device of credential holder

. Infrastructure
- User Experience

Service Provider
(relying party)




Detail view on the Wallet

— ~

o
-+
n
2
Wallet-App Wallet- Wallet- Wallet- c 9
O Account-t.)inding App App App >, EU Digital o I
© lieserizion “— Identity Wallet > =
o %
25
)
] L S
n =
Q
O
z
OpenWallet
FOUNDATION

- The eduTAP solution is wallet agnostic, not bound to a specific wallet provider or company

- eduTAP just enables HEI and Service Providers to easily create and issue wallet passes




eduTAP

Service Directory

LUDWIG-

MAXIMILIANS-
UNIVERSITAT
MUNCHEN

£E

EUGLOH

Credential Management Platform afhd eduTAP Components

- Architecture of the delivery system

HTTP .-

/

IdP (Shibboleth)

| == = e e e e

Credential Issuer
REST-Backend
based on eduTAP
Components

IDM / DB

eduTAP Life-cycle
& Callback Handler

HEI

Service Provider

’
s’

JSON-*~
‘/

~~
~
~
~
~
H ~
H ~
H ~
~
~
~,
~
~

~
S

p  Provider p

il | Server |

S
S
~
~

Wallet
Server

A
)

S~ =
~
=

Technology provider

Holder
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Adoption of digital credentials and mobile credentials

EARLY MARKET THE CHASM MAINSTREAM MARKET

Can your organization ignore

wsmarter IT

for a better campus experience?

Technology  Peak of Inflated Trough of Plateau of I
Trigger Expectations  Disillusionment  Siope of Enlightenment  progyctivity

Gartner Hype Cycle -

PRAGMATISTS CONSERVATIVES

E TECH ENTHUSIASTS

-l

EARLY EARLY LATE
s ADOPTERS MAJORITY MAJORITY HAGRERDS
| 13.5% 34% 34%
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Recognition of eduTAP @ Conferences

ECCA Conference 2025 LMU Munich, Germany EUNIS Conference 2025 Belfast, UK - Elite Award

. . . m EUNIS
Mikhail Strunkin - 1. ee STt

Global Physical Access Partnerships for Google Wallet at Google ¥ Celebrating Excellence at #EUNIS25! ¥
1 Monat - Bearbeitet - & We are proud to announce the recipients of this year's EUNIS Awards,
iz tions to digital in higher
That time of year again - when tech vendors and universities gather under the Seichenaomen Rinpe:
roof of ECCA - European Campus Card Association to tackle the never-ending B e mBemg Decy A DaSa DI (T Comie

* Paper: "Cost Management for the Use of Generative Al in Higher Education:

puzzle of digitizing the European Student Card. A Case Study from North Rhine-Westphalia®

Elite Award awarded to Simon Lund and Alexander Loechel (Ludwig-
. ) 5 » 5 = Maximilians-Universitat Miinchen)

This year, it feels like Alexander Loechel might just be the one to finally crack * Paper: “eduTAP Common ID - A Standardized Digital Identity Document for
HEIs"

the code! ¥ Special Award on lasting achievement was granted to Ognjen Orel, Matija
Kranj&ina, and Mirna Imrovié (University Computing Centre, University of
Zagreb):

* Paper: "The Evolution of ISVU: 20+ Years of the National Student

Let's see if 2025 is finally the year we go fully digital at Ludwig-Maximilians- Management System in Croatia”
Universitat Miinchen and other EUGLOH members. X Derup Award recognised the le Conservatoire National des Arts et

Métiers team for their innovative work
» Paper: "When Virtual Reality Reinvents Training: The Cnam Bet with CAP'VR"
Congratulations to Christian Cousquer, Maité SYLLA, Rebeca Garcia,
| have some confidence, finally :) Sohayb Khaoulani, Fanny Hauquier, Catherine Gomez, Vincent Caqueret, Marion

Pommet, and the entire team!

# Emerging Professionals Award

#Digita'StudentlD #ECCAZOZ 5 #ed uTAP #GoogleWa"et Awarded to HANBIT CHOI, Aksel Skullerud Fosaas, Zara Mudassar, Sander

Garland Siinning, Arman Bulak Hagelia, and Eira Bjerkeng Scherjon (Sikt —

)
* Paper: "Beyond the Hype: Real-World Insights on Al Integration and the Value

Ubersetzung anzeigen of Alternative Solutions"

< A huge congratulations o all winners for your innovation, dedication, and
impact on the higher education IT landscape!

#EL ig i ion #Al #VR #DigitallD #EUNISComi

Ubersetzung anzeigen

Apple / Google Wallet - Focus o



3.5
User Experience is key

eduTAP ist about Service Access on site (on and off campus)

* For Member of the Higher Education Institution

* For incoming members of other Higher Education Institutions / Partners € Mobility (short- and long-term)

For the Person User Experience is key, it should be as easy and simple as possible

odiiroam %IEdUGAIN eduTAP

WLAN Access Login to Online Services Authentication to physical
(on-site) services

- To access services on site it should be as easy as using the WLAN with eduroam

—_



£E

EUGLOH

European University Alliance for Global Health

eduTAP

https://eduTAP.eu

Modern Campus ID (Student ID / Staff ID)
for universities in Europe & the world

Concept of eduTAP

- Co-funded by the Erasmus+ Programme of the European Union www.eugloh.eu


http://www.eugloh.eu/
https://edutap.eu/

. A
pesall FUGLOH
'he LMU Student ID (over time)

LMU LMUcard LMU LMU
Student ID Student ID Student ID Student ID
till 2019 2019-2025 2025+ 2027+ 7

University Identity
Student ID

Julia Stadler , T'_

today eduTAP & eduTAP@LMU
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Transition of credentials into the Smartphone Wallets
Examples: Active and potential IDs for LMU Munich

Google Wallet
@

wu == UB

Bibliotheksausweis

Brsc Pt 3oy
40015482012

Julia Stadler ’ e ) ‘

LT
- all NFC enabled - NFC enabled where possible

e  Add to Add to
Google Wallet Apple Wallet



EU%
Transition of credentials into the Smartphone Wallets
Examples: LMU Munich Benutzerkonto - Central Pass Portal for HEl member

& GiselsMustermann ¥

& GiselaMustermann ¥

®
BENUTZERKONTO

Py — 5 e card

s | - Add loyalty

+ Zurick + Zuriick

Manage your Wallet Passes Digital Mensa Pass (pilot project) ek
The LMU Munich offers you to use your smartphone Wallet as identification medium for various services on and off campus.

@ I the pilot phase only the Google Wallet is supported.
Wallet Passes

The following list shaws the Wallet passes that are currently available to you.

Mensa

General Information

staff ID
With the digital Mensa Pass, your affiliation to a status group (student or employee) is transmitted directly to the cash register system - automatically activating
Use this to prove your identity s an staff member. > the correct price category. Subsequently, you can easily pay with your regular bank card (physically or digitally). You can add the digital Mensa Pass here to your
Wallet app and then use it via your phone. For more , please visit digital Mensa Pass.
Google Wallet =
Student ID
Use this to prove your identity as a student. > By adding the digital mensa pass to your Google Wallet, you agree to the data protection information and the terms of use.
s Hinzufugen zu After adding your loyalty card to Wallet, you'll see your point
le Wallet e | i ;i
- : Google Wallef balance and loyalty benefits in places like Maps, Shopping, and
Digital Library Pass more. You can turn this off in Google Wallet passes data or on
Use this to access services at the library. > an individual pass in the Google Wallet app.
Pass providers can automatically add related passes,
promotions, offers and more to your existing passes which can
Digital Mensa Pass (pilot project) be controlled on your device in Wallet settings.
Identify with your digital Mensa Pass - pay with your bank card > Terms and Privacy Policy
Impressum | Datenschutz
SNE Add
European Student Card

Coming soon. Stay tuned!

— Plan to have all pass types online at LMU in the summer semester 2026
mostly design questions and information on the back are discussed

/\
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Transition of credentials into the Smartphone Wallets
LMU Student ID

The new LMU Student ID in the Wallet

v will come operational in summer semester 2025 (optional to LMUcard)
v for summer semester 2027 either physical LMUcard or wallet ID

MU S5

Student Identity Card
Studierendenausweis

Name
Julia Stadler

Matrikel-Nr.
11123456

Julia Stadler ' ‘

123456

Apple more wallets to come




Transition of credentials into the Smartphone Wallets
The European Student Card

The European Student Card (v1.1 new ESC Design)

~

f
- ;W Card
European Student Card

A e
Ludwig - Maximians- Usiversitit Minchen

e
Juba Stadler 5
o e
1
p

v Discounts off-campus

v European dimension = Erasmus+ marketing

European

Student Card . .o .
Heent A v Online status verification

NJAIN.IIE“EI Stadler A
1)

HEI
Ludwig-Maximilians-Universitat Minchen

25 europeanstudentcardeu + @ i

DATE OF BIRTH VALID UNTIL
01.01.2000 2025-08-30

| European Student Card

European
Student Card

European Student Card

Hexdmihnie

Ludwig-Maximillans -Universitdt Monchen

Jula Stadier

European
Student
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Discount-Pass for Mensa K.
Studierendenwerk Miinchen Oberbayern &=z

Eligibility verification for discounts with the Apple / Google Wallet via NFC,
payment with an Open-Loop Bank / Credit-Card

Google Wallet
Since Feb. 2025

Apple Wallet




il EUGLOH
Discount-Pass for Mensa K.
Studierendenwerk Miinchen Oberbayern ==

Payment Process in the Mensa

Double Tap:

1. Eligibility verification of status group (Student, Employee, Guest)
- Discount will be applied

2. Pay with an Open-Loop Bank / Credit-Card

2. . e

Fertig h ©

s
L%ﬂ g -

18.05.2026 / 3112.2025
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Transition of credentials into the Smartphone Wallets
Dedicated Pass Portals for login via eduGAIN

Add loyalty . . .
card Centralized Service Directory

Willkommen zur
Mensa-Pass-App

Authentification

Melde dich an und lade dir deinen
digitalen Mensa-Pass herunter.

[ zunpees ) . .
Service Provider
Credential
o oy e s e g, g, 79 Management
o —— Platforms
https://mensapass.stwm.de/ i s o e o Wallet Pass

Currently only open to Munich HEIs, <D
as guests don't get discounts,
but can pay directly via
Open-Loop-Payment

Service Provider — System — Service Access

-> Discounts for Alliance Members are

politically discussed and in preparation -


https://mensapass.stwm.de/
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Transition of credentials into the Smartphone Wallets
Library ID

NFC enabled by default

Bibliotheksausweis

Bbiotraksrummer Nutzergruppe

410000009016 41 (Bedienstete der LMU)

ue Biblothoss nse
<09> Loe_9016 o oiorpin Regal: 41

Med|en emze\n auﬂege
Fach: 000009

‘ B\tte

LB BSB

1

i 1

R SCS S TSN

An das Lesegerat halten

Apple

57
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Transition of credentials into the Smartphone Wallets
Use Case: Physical Access Control (Access to learning spaces)

Physical access to the learning spaces (provided by the library)

LMUcard Google Smart Tap

Access




Mobile Identity = Credentials

Communicate with holders

» Wallet passes are updateable, revokable, and have communication channels

e The also h%ve interactive elemenwfcs

(e =

Ludwig-Maximilians-Universitat Minchen

ECCA Conference 2025

Date
26-28 May, 2025

Ticketinhaber
Alexander Loechel

Platinum Sponsors -

OANAU BaTc & OPTeam By el

ECCA Conference 2025

Ticketinhaber

Ludwig-Maximilians-Universitst

Minchen
Gascuistar Schob Ptz 1, 80599 Miechan

Registrierungab.
27.1012025, 0830

Veranstaitungsboginn
27.1082025, 0900

Veranstaltungsende
221012025, 500

Tieketnummor
TathA 98-t b e I4e8e 279

oate
26280y, 2005

Veranstaiter-Kontakt (Sinesd

& Nealon, ECCA)

Veranstaiter-Kontakt (loxander
Locchel: LMU Minchen)

. Notionse Notrutrummer
& Veranstoer Kantakt
© Veranstaltungswebseite
© progrmm

© sccambseie
© eccazswhatADp Group
# Alias hinzutGgen

Zue Vorwendung an Terminal
haiten

Veranstaitungsticketin

Karte kann nur e ein
Je-Konto.

Anderes Gerstonto.

Korte konn icht geteilt werden

Vit efomatonen am Tesen uber
Google Watet

88

¢«

®

Ulster University, Belfast

EUNIS Conference 2025

Date
4-6 June, 2025

EUNIS Conference 2025

Ticketinnaber
Sherander Loachel

Ulster University, Belfast ®

York St Belfaet BTIS 16D, UK

Registrierung by
4 Juri 2025, 0830

Veranstahungsbeginn
£ V2025, 09:00

Veranstaltungsendo
6 Juni 2025, 1475

Tiehetnummer
[P
oate
46 June, 2025
Organisation
Ludi Masiibans-Universitot Minchen
. Nationsle Notrufnummer
€ Veranstalter Kontakt
© Event Homepage
® Programm
© EUNs Webseite

2 Alas hinzufiigen

Zur Verwendng an Terminal
haten
Veranstattungsickat n ©
Google-Diensten verwanden

o e

Varansiaftungon bei Googe Kalonder
Google Assstent und andoren
Orenstan

Benachrichtigungen ru diesem ()
Veranstaltungsticket erhalten
Benachichigungen zu
Altualserungenvon Kartan, 70

rtenin der Nihe und 7u

verknipften Karten ovhaltan

Karte kann nur fir ein (-]
Google-Konto verwendet werden
Aneres GerayKonto verwenden

Korte kann nicht geteilt werden
WWeitere Informationen 2ue Teden e

Soverwandast du tin
Veranstaltungsticket

) Aus Archiventferen
B entternen

Fi e Doton aut s K

14:26 8

eduTAP Session in Cathedral

202

P 02 ]

4.-6. JUNI
09:00

14:288

ECCA Conference
2025

Ludwig-Maxi
Universi

Premium Sponsors

Ana-U - Elatec - E OPTeam

27.-28. MAI
08:00

14:288 B o]

ECCA Conference 2025 Ticket

25

Automatische Updates
Mitteilungen erlauben

Auf Sperrbildschirm

slolle

Karte entfernen

Event start 27. Mai 2025 um 08:00
o @ a Event end 28. Mai 2025 um 13:00
Ulster L - EUNIS Confe Ludwig: il L opens
Belfast Campus 2025 In Karten® 6ffnen 27. Mai 2025 um 07:30
Karten® offnen Verat nfc
Welcome Reception

* Pop-Up on time- or location bases events

26. Mai 2025 um 18:00

« Ability to send messages to a pass

LUDWIG-

MAXIMILIANS-
UNIVERSITAT

EUGLOH

14:288 P o1 )

< ECCA Conference 2025 Ticket

2nd Conference Day ends at
28. Mai 2025 um 13:00

Address / Venue
Ludwig-Maximilians-Universit.

80539 Miinchen

Conference Information
Homepage ECCA Conference 2025

Conference Information
Homepage ECCA Conference 2025

Homepage ECCA Homepage ECCA

issued using eduTAP
eduTAP Homepage
Organizer Contact info@ecca.eu

Call Organizer Contact (Sinead Nealon;
ECCA)

Call Organizer Contact (Alexander
Loechel; LMU Munchen)

ECCA 2025 Munich - WhatsApp
Community




The wallet is a container for multiple passes

Technical features:

« Auto-Presentment / Smart Select € reader selects the specific pass to interact with (if available)

» Selectable Authentication requirements < security features

« Express-mode (Apple)

« Battery reserve (pass is still usable if phone has powered off; important for keys, transit tickets, payment)

* Groupable

Issuing credentials

Pass Class |+ Mandatory fields V’S A
- Validity dates : MR | v
« Remote updateable / revokable : \ Pass T0 pass design W
« Offline usable (= non traceable) — ) ,

Pass
<instance>

* Host Card Emulation possible

—_



Auto-Presentment / Smart Select of an NFC enabled Pass in the Wallet




Battery Reserve Mode - Use the Wallet even if it's powered of

« for Keys (Dorm-Rooms, Class-Rooms, Building Access, Cars)
* for Payment

* for Transport Tickets

Up to 7 Days after shutdown of the smartphone

_
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Technical details and features of Wallets / Passes

v Technical details and features of wallets / passes - Path to an interoperable campus card

v" If each pass (technology) can be individually selected and leveraged, and the pass in the wallet can be
selected by the reader (Smart Select / Auto-Presentment)

- One pass per service

Pass Pass Pass

e S t Select / E Mode Select

. Design - visual presentation | - Card bundle —> Card bundle

« Data-Slot 2 Smart Tap / VAS / Mifare / mDoc (ISO/INC 18013-5) . Visual design Of a pass . Visual deSign Of a pass
(images) (images)

Wallet-App Wallet- Wallet- Wallet- e Presentation data Presentation data

» Account-binding A App App - Data-structure Host Card Emulation

: Presentation * Mifare DESFire
(OEM-specific default: « HID Seos

Operating System OS Wallet API Google Smart Tap . Legic NEON
Layer (OS) Apple VAS / ECP 2.0) .

« API for ... + Data-structure in HCE
low security level

Hardware-Layer (access to)
NFC / BLE / UWB

Secure Element / Security Chip
Subscriber Identity Module SIM/eSIM




* For contact less communication is NFC the protocol m
* Communication via ISO 14443

Security Level  Security Level
Chip / Smartcard Smartphone

- Data Formats (File System access) . hifgh hi"c}'h
- Google Smart Tap t:g:i EE\ZEI’( ISO 18013-5 ECP 2.0
« Apple VAS (Value Added Services) Mi%are DESfire
« NFC ECP 2.0 (Enhanced Contactless Polling) HID Seos
« Host Card Emulation (HCE: of proprietary Protocols) Smart Tap
 Mifare DESfire (via Mifare2GO / NXP secure element) v VAS
« Legic NEON / Advant (via Legic Connect) low
* HID Seos
- Internal the Secure Module acts as a JCOP smart card
« |SO 18013-5 Personal Identification Mifare Classic /
- NFC handover to BLE or WiFi \ Card UID
Core functionality in Android and iOS OS API low

» Security consideration required by use case ‘
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Issuing process of wallet passes

reedeming
. WebBol PO

* App-Provisioning
» Wallet-Provisioning
* Push-Provisioning

4] eduGAIN

user / holder

Add to Add to >
Apple Wallet SAMSUNG Wallet

Requests pass Download of pass

OEM-Wallet

System of Server

Credential Issuer P

IDM
Website

generates converts card payload /
» Card Payload bundle into pass

e Card Bundle Ensures security
features

Credential issuer OEM-Manufacturer Device of credential holder

. Infrastructure
- User Experience

Service Provider
(relying party)




£E

EUGLOH

European University Alliance for Global Health

eduTAP

A sneak peek into the future of Student IDs
= More interoperability and less passes by Verifiable Credentials
eduTAP Common ID

- Co-funded by the Erasmus+ Programme of the European Union www.eugloh.eu


http://www.eugloh.eu/

. &
0LY) 55l FUGLOH
eduTAP and the current Apple / Google Student IDs

How about the native, current Student IDs in Apple Wallet & Google Wallet (Mifare or HID based)?

v Fantastic integrated cards (one card for all services, perfect for corporate)
v" Should be used for all university services (Apple’s intention)

- University / organisation-centric optimization
Does not support the “seamless mobility” requirement
Shared services, how about other users than own students?

LESS secure (if following the ESC data zone approach)

N2 2B 2\

Not the required User Experience, and does not meet the legal

Details

| —— \ —_— requirements

Apple and Google Access Platform are
This is a dead-end solution, it will not help or bring benefit, good for PAC and Payment passes

it actually provides a WORSE User Experience > NOT for Student or Staff IDs

It does NOT support Selective Disclosure and Zero Knowledge Proof = GOOD dedicated service passes

Apple and Google is aware of this and working on it! —
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Wallet Passes are about a great User Experience

A great User Experience is key to adoption and usage
v" Non-NFC Passes are NO GOOD User Experience

v Unnecessary passes should be avoided € NO dedicated pass for
simple eligibility verification (status, institution

LUDWIG-

MAXIMILIANS-
LIVIU UNIVERSITAT

MUNCHEN

affiliation)

MU

Student Identity Card
Studierendenausweis

Name
Julia Stadler

rrrrrrrrrrrrrrrrrrrrr

University ldentity
Student ID

Fakultat
Fakultat fir Psychologie und Padagogik

Gilltigkeit
01.10.2024 - 30.09.2025

123456

v" Verifiable Credentials

v" Selective Disclosure

“— . — S : . R X J
. O Zero Kniﬁ‘i%
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'hink outside the card: Medium = Services

Identification Electronic Payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Discounts on cultural
Status verification activities
Proof of entitlement *  Museums
Single Sign On / 2FA / . gfj;e;:

FIDO2 Separate Service Passes + Shops

Attendance check e Restaurants

Check-in for exams * Local Services > Special £
attendance at courses pecial case o

Time recording * Each service is associated with a distinct pass “|dentification” /

Electronic Signature * Providers can choose appropriate technology per pass “Status verification” /
(of legal documents) “Proof of entitlement”

- Working solutions by solutions providers

A Common ID Pass

for all HEIs
(ISO/IEC 18013-5 based)

— ldentity Pass

providing service = create benefits




= IS
Service Domains: Identity and Discount

From a legal point of view, ldentity Documents of public universities are official state photo IDs

v Legal requirements
8 . = International standards for HEI Identities 2 eduGAIN (incl. eduPerson, SCHAC)

v' Security considerations e.g. European Student Identifier 2 routable information for course participation at
v High assurance level other institutions (during mobility programmes)

|dentity Documents (Student ID, Staff ID and Affiliate IDs) are used

On-Site (proximity use-cases) Online
On-Campus Off-Campus

v Attendance at courses v’ Identification for public v’ As authentification factor
v Check-in for exams authorities (e.g., police)
v Time recording v’ Identification for third party
v" Discounts in canteen & cafeterias (e.g., checkin at hostels)
v’ Identification for university v" Eligibility verification for discounts

authorities (Student legal office and access (e.g., role-based,

and examination offices, campus age-based, institution related)
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Verifiable Credential for HEIs (Prototypes)

European Student Card as Verifiable Credential DC4EU non-foundational Ids

i \
Mo

Table with available schemes for non-foundational IDs

Status/ .
. . . Schema Registry
Scope Data model name Brief explanation Detailed
) URL URL
explanation
Identifies the natural person in .
Non- ) Verifiable
. . the context of an educational " -
foundational EducationallD L ) . Available Schema Data
. . organisation, including national E— N
identity i Registry
extensions E—
Non- Identifies a student or staff Verifiable
foundational AlliancelD member as affiliated with a Available Schema Data
identity European university alliance Registry
Non- European Student Card for Verifiable
foundational EuropeanStudentCard = student mobility, based on DG- Available Schema Data
identity EAC's service Registry
Identity credential for student .
Non- . Verifiable
. . mobility, based on : —
foundational MyAcademiclD A Available Schema Data
) R MyAcademicID and eduGAIN - —
identity . Registry
infrastructure -
oge o . Non- Verifiable
ificati —
Spec ication fora D|gltal foundational ProfessionallD Identity credential for , based on  Available Schema Data
European Student Card as a identity Registry
.f: . Non- Verifiable
Verifiable Credential e
foundational DoctorlD Identity credential for , based on Available Schema Data
identit Regist
Erasmus+ Higher Education ) \centity registry
ves, opening minds. NOFI- Verifiable
foundational EngineerlD Identity credential for , based on Available Schema Data
identity Registry

https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue



https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
https://github.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-catalogue
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Mobile Identity = Digital Identity
European Student Card Verifiable Credential Pilot Report
» W3C Verifiable Credential Data Model v1

ELM (European Learning Model) Based Data Model - Attribute Structure
- Revocation / Update Process required 6

ANNEX I: Participating organisations

/' .
/
y \\ 4‘
Participating organisations < “ ‘ 6
& = & N \%’)/
N 4 /7 . i
HOLDER
Manages credentials, presents
them as proof to verifiers =

) wmoh Verifiable Data road
Registry

A European Student Card to make it easier to be a mobile student

ISSUER VERIFIER

Requests proof, verifies that
Issuer attestations satisfy
equirements

Erasmus+  (igher Education) Digntally 1ssues altestations,

packages and gives credentials
to the holder

i iy A K~ wmw


https://erasmus-plus.ec.europa.eu/news/piloting-a-digital-european-student-card-as-a-verifiable-credential
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https://erasmus-plus.ec.europa.eu/news/piloting-a-digital-european-student-card-as-a-verifiable-credential
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https://erasmus-plus.ec.europa.eu/news/piloting-a-digital-european-student-card-as-a-verifiable-credential
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https://erasmus-plus.ec.europa.eu/news/piloting-a-digital-european-student-card-as-a-verifiable-credential
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- s
Digital Identity in the Wallet

Common Verifiable Credential Formats / Protocols for Digital Identities

. SDJWT (EU) E mDL

« |SO/IEC 18013-5 (mDL & mDoc)
« W3C Verifiable Credential Data Model

1 SDJUWT

Issuing and Redemption Protocols
« OID4VC (OID4VCIl and OID4VP)
- |SO/IEC 18013-5

For proximity use-cases NFC / BLE transmission is crucial

= Our choice ISO/IEC 18013-5 (mDoc) for Wallet credentials " = l‘ DC4EU - SD
JWT A ||

Image Source: https://www.linkedin.com/feed/update/urn:li:activity: 7333379048112361472/



https://www.linkedin.com/feed/update/urn:li:activity:7333379048112361472/

vl EUGLOH
A Common ldentity Pass using the ISO/IEC 18013-5 model

¢ The “ISO/IEC 18013-5 Personal Identification” model is designed to support

« A protocol for two devices to establish a secure wireless communication channel
and exchange structured request and response message

« ldentification of the credential holder (user binding)
« Selective release of data elements by the credential holder (data minimization / consent)
* Pre-consent mechanism for frequently repeated processes (e.g., discount payment at Student Affairs Unions)

« A protocol to retrieve credential data directly from the mobile device of the holder,
purely offline, facilitating availability and non-traceability

* An optional protocol to retrieve additional data from the issuing authority

* A mechanism to establish integrity and authenticity of the credential data

« A mechanism to confirm device binding (signing at transaction time)

* Multi-document and multi namespace aware € extendable for other use cases

» Established governmental credential format that is already in use € Following the ARF of EUDI-Wallet
- mobile driving licence / eu.europa.ec.eudiw.pid.1 (prototype of national elDs in Europa)

w2 EU Digital
—— Identity Wallet

« Already supported by the OEM-Smartphone-Manufactures (Apple and Google)
- see: https://android-developers.googleblog.com/2020/11/privacy-preserving-features-in-mobile.html

—_



https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://android-developers.googleblog.com/2020/11/privacy-preserving-features-in-mobile.html
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e
ldentity Pass: ISO/IEC 18013-5 Data model

),
doctype Reuse of directory data (common eduGAIN attribute®, eduGAIN
namespace e portrait (photo, mandatory for identification documents)

Data attribute * givenNames
' * sn(surname)

Data attribute * email
: » eduPersonAffiliation / eduPersonScopedAffiliation
e eduPersonEntitlement

Data attribute

| Data attribute * eduPersonAssurance
= Zooooomoonoomoomoones e schacHomeOrganization
Ly ey namespace |-------- * schacPersonalUniqueCode = European Student Identifier (ESI) - MyAcademiclD

e schacDateOfBirth

schacYearOfBirth
e schacPlaceOfBirth

\ V= CIICITIITIIIITIITIITI ! o schacExpiryDate

Data attribute

Shibboleth.

works like a Shibboleth authentication
on-site > trained processes

MSO DOC. see also DC4EU education ID
Public key oo et et /bl o e hema,/iree /mainschemas/vedrn



https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id
https://code.europa.eu/ebsi/json-schema/-/tree/main/schemas/vcdm1.1/education/verifiable-education-id

entity Pass: Reuse Shibboleth / eduGAIN data schema:

Shibboleth.

English version

Ludwig-Maximilians-Universitit Miinchen
— Anmelden bei LMU Zoom —

Benutzername

Passwort

() Anmeldung nicht speichern

() Obermittelte Daten anzeigen

Bitte verwenden Sie zur Anmeldung

« Ihren LMU: (= Campus-Ki mit oder ohne Domain @Imu.de, @campus.Imu.de oder @med.Imu.de)
oder
« lhre im LMU-Portal ersichtliche LRZ-Kennung.

Diese Smgle—S|gn-0n-Losung Shibboleth erlaubt Ihnen den einheitlichen Zugang zu diversen Webanwendungen der LMU und
anderer Uni\ des D

erhalten Sie eine

Bei der erstmaligen Anmeldung, oder wenn Sie die Checkbox U
Ubersicht Ihrer personenbezogenen Daten, bevor diese an die Webandwendung ubenragen werden.

Nach dem Login haben Sie so lange ohne erneute Anmeldung Zugang zu allen Shil fahig bis Sie den
Browser schlieBen. Zum Logout missen Sie daher den Browser komplett beenden.

Impressum | Datenschutzerkldrung | Kontakt und FAQ

AUTHENTIFIZIERUNGS: UND AUTORISIERUNGS. INFRASTRUKTUR

LOGIN

he common authentication method in the educational sector
v" Shibboleth

MAXIMILIANS-

il EUGLOH

local or in federation (national or multi-national) 2 eduGAIN-AAl &> SAML2 or OIDC

DEUTSCHES FORSCHUNGENETZ

Tk Senace

| Anininte Rebease
Frrodre

Artrituts Releas Statun for Studen®

Infor i y icID IAM Service

Beschreibung des Dienstes: The MyAcademicID IAM Service provides Identity and Federated access management

P e

for the services of the European Student Card Initiative and the services directly supporting the digitisation of A
Erasmus+. The MyAcademicID IAM Service is provided by GEANT using the eduTEAMS service.

Zusatzliche Informationen aber diesen Dienst:

https://wiki.geant.org/display/SM/MyAcademiclD+Identity + and+Access+Management + Service - —

An den Dienst zu Gibermitt

Anzeigename

Vertrauensgrad https:/ /refeds.org/assurance

https:/ /refeds.org/assurance/IAP/low
https.//reledsorg/assurance/ATP/ePA im
https://refeds.org/ /1D/eppi )
https://refeds.org/assurance/ID/unique

https:/ /refeds.org/assurance/ATP/ePA-1d
https:/ /refeds.org/assurance/IAP/medium
hnps.//refedsAorg/assurance/proﬁle/cappuccmo

Berechtigung ur i -lib-terms —
Personliche 1D @lmu.de
Zugehorigkeit staff@lmu.de

member@imu.de

student@Imu.de
employee@lmu.de A

eduPersonTargetedID HV6nox/0SxEhyzkH4z+vIGNdD80=
eduPersonUniqueld 7b719738ecae7b120b6383786b47fe98@Imu.de
Vorname Simon

E-Mail @campus.imu.de

o uni-muenchen

schacHomeOrganization Imu.de

schacPersonalUniqueCode urt i i i de:
Nachname

Datenschutzinformationen dieses Dienstes

Die oben aufgefuhrten Informationen werden an den Dienst weitergegeben, falls Sie fortfahren.

Wihlen Sie die Dauer, fiir die Ihre i zur Infor
sein soll:

‘gabe gliltig

O Bei nachster Anmeldung erneut fragen.

Ich stimme zu, dass meine Informationen dieses Mal an den Dienst weitergegeben werden.
® Erneut fragen, wenn sich die Informationen andern, welche an den Dienste weitergegeben werden.

Ich bin , dass Iben Infor in Zukunft
weitergegeben werden.

h an diesen Dienst

Diese Einstellung kann jederzeit mit der Checkbox auf der Anmeldeseite widerrufen werden.

[ Ablennen | [ Akzeptieren

| Kldrung | Kontakt und FAQ

8 e

Zugehorigkeit student [LTEES - ————
member
staff
employee [ ——
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Identity Pass: Path to the best User Experience and Interoperability

= Mdoc Verifier
K.

Studentenwerk
Minchen
— Studierendenwerk Reader Documents to request
KA
Studentenwerk
Minchen

HEI Common ID - ty Verificati v
Erika's HEI Common ID
HEI Common ID

Studierendenwerk Reader

The following information will be shared with
Erika's HEl Common ID Studierendenwerk Reader:
m HEI Common 1D

[B] Photo of Holder NFC ready to tap

2, Family Name
The following information will be shared with

Studierendenwerk Reader:

g Given Names
E Photo of Holder g Gender
2 Family Name B Expiry Date
2 Given Names
2, Gender

The describes how your
data is being handled
5 Expiry Date
Set up Pre-Consent
D You can set up pre-consent for this
The describes how your transaction, so you don't have to approve it in
data is being handled the future.

o o
Informed Consent
+ Pre-Consent

Informed Consent Verifier App




-
A question of scale: Student IDs

European Union GEADNTQ

« ~ 5,000 Higher Education Institutions (HEIs) Networks - Services - People
i 4] eduGAIN
« ~ 18,800,000+ tertiary students (2022) »€au

- Organized in
National Research and Education Networks (NRENSs)

Erasmus+ Countries
* Includes EU + Iceland, Liechtenstein, Norway, North Macedonia, Serbia, Turkey

 Significantly expands the European higher education landscape - ~ 20,000,000+ tertiary students

Worldwide
« ~ 18,000 recognized HEIs across 180+ countries
« ~ 200,000,000+ tertiary students globally

- |t should work everywhere: seamless mobility & easy service access

- a GLOBAL Student ID €& —



il EUGLOH

GEADNTQ GEANT - The IT provider for Higher Education in Europe

Metworks - Services - People

The GEANT Association is the collaboration of r
European National Research and Education Networks (NRENS)

* Non-Profit Organization

GEANT membership
» Service-Provider for IT / e-Infrastructure services —
for the European Higher Education Sector oo
* Pan European - Non EU members o

KREN (Kosovo Research and Education)

* Key Services: o
GEANT Trust & Identity Services

‘?‘Z eduGAIN A eduTEAMS
eduroam (lry-lcademfc:

MLINE STUDENT WALIDATION

GEANT Network and Connectivity Services
GEANT Security Services

GEANT Cloud Services
Procurement Agency for EU-HEIs

. S8
L D
3

- eduTAP is a perfect fit for

GEANT Trust & Identity Services
3l eduGAIN



Mobile Identity = Digital Identity

£E

EUGLOH

.

Kano-Model - Systematic for User Experience & User Statifaction

Satisfaction

Adoption of a Technology depends on
» Does it solve the users / customers needs
* |s the User Experience good enough

Every company gets about three innovation tokens.

Source: Dan McKinley, "Choose Boring Technology"
http://mcfunley.com/choose-boring-technology

“Boring” is a good thing - “Boring” let you get things done

Same is true for people, if you need to think to get something done
it costs effort, and energy for other more important things

Don’t make me Think
Steve Krug

d

DON'T

- User Experience is important

You should NOT need to care about
“boring” and “un-important” stuff

You should be able to

MAKE
ME
THINK

ﬂv\e‘\\wd

nd Moble
h to Web, Usability

(

N

Attractive

One-dimensional

Indifferent

Not <<

> y Fully

fulfilled

v

fulfilled

Must-Be

Reverse

Dissatisfaction

focus on the important things
studying, learning, researchin



http://mcfunley.com/choose-boring-technology
http://mcfunley.com/choose-boring-technology
http://mcfunley.com/choose-boring-technology
http://mcfunley.com/choose-boring-technology
http://mcfunley.com/choose-boring-technology
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Some first conclusion

Services don't fail on technology,
they fail on missing communication

—_
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@l EUGLOH

Some first conclusion

EUGLOH has a very strong starting position




3.5
Looking into the Future of EUGLOH and eduTAP

 EUGLOH 2+ Work-Actions: adoption of eduTAP in all EUGLOH Universities
- Onboarding of more Universities

* Extension of EUGLOH to new Partners = University of Amsterdam

* Next Erasmus+ Period 2027-2034 - new mandatory digitalization actions

 eduTAP actions
* Adoption within EUGLOH

« Dissemination to other Universities und University Alliances
« > ESCv1inthe ESC-R

—_



3.5
Benefits of EUGLOH for Digitalization

We have partners with very strong backbones - use our
networks

L = |
. I U

UNIVERSITET University of Amsterdam

CWN etworks)

= EUROPEAN
u UNIVERSITY
Partner with local NREN (National Resear FOUNDATION

=

SUNET
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eduTAP Links and Documentation

Websites:

https://eduTAP.eu/ Project Homepage

https://eduT AP.eu/presentations Presentations about eduTAP

https://docs.eduTAP.eu/ Documentation for eduTAP

https://github.com/edutap-eu GitHub Organization with Core Libraries

https://github.com/edutap-collective GitHub Organization for non-Core Packages of eduTAP Components - Examples and Templates

Papers:

https://easychair.org/publications/paper/Lvsf - eduTAP - a Concept and System of Digital Identities for Proximity On-Site Service Access

https://easychair.org/publications/paper/ZpCzX - eduTAP Common ID - A Standardized Digital Identity Document for HEIs

Standards:

https://www.iso.org/standard/69084.html ISO/IEC 18013-5

https://www.iso.org/standard/76927.html ISO/IEC 14443-4:2018

https://eudi.dev/2.5.0/architecture-and-reference-framework-main/ Architecture and Reference Framework - EUDI-Wallet



https://edutap.eu/
https://edutap.eu/
https://edutap.eu/presentations
https://edutap.eu/presentations
https://docs.edutap.eu/
https://docs.edutap.eu/
https://github.com/edutap-eu
https://github.com/edutap-eu
https://github.com/edutap-eu
https://github.com/edutap-eu
https://github.com/edutap-collective
https://github.com/edutap-collective
https://github.com/edutap-collective
https://github.com/edutap-collective
https://easychair.org/publications/paper/Lvsf
https://easychair.org/publications/paper/Lvsf
https://easychair.org/publications/paper/ZpCzX
https://easychair.org/publications/paper/ZpCzX
https://www.iso.org/standard/69084.html
https://www.iso.org/standard/69084.html
https://www.iso.org/standard/76927.html%20ISO/IEC%2014443-4:2018
https://www.iso.org/standard/76927.html%20ISO/IEC%2014443-4:2018
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/
https://eudi.dev/2.5.0/architecture-and-reference-framework-main/

fl EUGLOH
We'd love to hear from you!

Get in touch:

eduTAP Project (https://eduTAP.eu/)
« Alexander Loechel (LMU Munich)
e Simon Lund (LMU Munich)

» José Filipe Alves (U.Porto)

* Morgan Persson (Lunds universitet)

Follow us on social media:

www.eugloh.eu


https://edutap.eu/

LUDWIG-

MAXIMILIANS-
UNIVERSITAT
MUNCHEN

Alexander Loechel
Referent IT-Projekte

Dezernat VI - Zentrale Universitatsverwaltung - Ludwig-Maximilians-Universitat Minchen
Martiusstrale 4 - 80802 Munchen - Tel. +49 89 2180 9831
Alexander.Loechel@imu.de - www.Imu.de


http://www.lmu.de/
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