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ServicesP Which Services?

A How many services (physical and digital) does your universityprovide ?
A How many of these are actually used?
A How many are even known to students and staff?

A «Ty J3 X O°ser¥ce®D- 33X Joifiegitys/zz

If nobody uses it, is it still a service?
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What is a service?

Definitions:
Service:

z serviceis a means of deliveringalueto customershy facilitating outcomesthat customers want to achieve
without .
the ownership of specificostsand risksY Z

ITIL Practitioner Guidance
Customer
A Defines requirements

A Expects value $A 0 - ax3 H $- « Az X3
A Payes for the service - ZZX3 «z H ~ X3 /E NX
Consumer

A Actually uses the service
A We mostly focus on the offering, not the service

A No usageA no value A no service —
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Universities as service eCOsyStemS
Core-Business of a University: HIGHER EDUCATION BUSINESS REFERENCE MODEL
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DESCRIPTION
The Higher Education Business Capability Model describes a standard
e S Higher Education. It
can be used as a reference for Business Stakeholders, Enterprise

Architects, and Technology Strategists to engage in discussion
regarding business effectiveness, needs, and challenges. Standing RESEARCH
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Two examples:

Library eduroam (Wifi)

V physical + digital V' seamless access

V long-established V' cross-institutional

V clearly visible V one _account/login, many
V integrated in workflows locations

V' strong branding

These services succeed not because of technology, but because of:
U visibility

U simplicity

U trust

U integration into daily workflows

—-—
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The hidden complexity of higher education services

Internal view Access layer User Experience

A service name (often technical) A multiple accounts and logins A fragmented interfaces
A ownership unclear A different authentication mechanisms A no overview
A distributed responsibility A inconsistent URLs A unclear relevance

A no singleentry point

From a user perspective, this is not a service landscafpis a maze.

YR GKIF0Qa F2N aAy3atS asSNBWAOSa 2F 2y
A how about shared services, within your institution, within your city, our alliance, the Erasmus+ area?

—-—



£E

NV el EUGLOH

From a good service to a shared service

University / Central IT

Global

European / Erasmus+ Area

School / Department

National

Faculty
Institute
Chair / Research Group Institutional

Regional

Sovereignty
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Stages of Digitalization © Period of Digital transformation

d Digitization ¢ create digital versions of analog documents

Digitalization 1.(

A Digitization vs. Digitalization (machine readable content / payload)

wDigitalization with internal focus
wOptimize internal administrative processesrganization centric optimizations
Dl ety wProcessing of data

A Digital transformation (a hard shift)

w Digitalization with focus on the useruser centric optimizations A Service-oriented
wOptimization on how services are discovered and seamlessly used A Digital identity
sIceeiety W Flow of data A Interoperability

A User Experience -
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O Universities, 1 Goal

| EUGLOH

#A BT «z (A3 -°XZ " $J2a°A° Z-23
U Equipping students and staff with the QE
skills needed to shape the future of ala
global health 338,500 54,000 112
Students Academic Staff ~ Faculties & Schools
U Creating aseamless, inclusive 15-20 % foreign students
European campusthat enables 40% European citizens
60 % from other nations

mobility , joint learning opportunities,
and shared infrastructure

U Addressing pressing health issues
through interdisciplinary, co-created
education, research and innovation that
engages with social needs

P
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Background

Vision of the European Commission:Towards a European Education Area

It is in the shared interest of all EU Member States to harness the full potential of education and culture as
drivers for job creation, economic growth and improved social cohesion, as well as a means to experience
European identity in all its diversity.

The Commission is developing initiatives to help work towards a European Education Area
The vision contained within this policy is that, across the EU:

A spending time abroad to study and learn should become the norm

A school and higher educationqualifications should be recognised across the EU

Al «-C «z °C- KJ«zAJzX’ « JTT © -« ©9- - «XZ ™ a&-0]Xs3
A everyone should be able to access highquality education, irrespective of their socio-economic background

A people should have a strong sense of theiridentity as a European, of ( A2 - ° X Z~ NA Kahdits J 5 |
diversity

Source: https://ec.europa.eu/education/education -in-the-eu/european-education-area en

—_
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Discover

Enhancing the visibility and
comparability of diverse learning
and mobility epportunities
across HESs, emphasising the
importance of machine-readable
metadata for easy comparison
and discovery.

VS (Websitn) | Goune catalon:
o S S PV
ncul p—

| T3

Generate data

1)

Establishing a standardised
approach for the exchange of
leamers’ activity data to ensure
a seamless integration of
various virtual leaming
environments.

Student Anatytcs

USE CASE 2

Apply and get
recognition

USE CASE 6

Earn a
credential

.

Simplifying credit recognition
and cross-institutional
enrolment, emphasising
seamiess data exchange to
support all forms of leamer
mobility and academic
continuity.

Chamssaors | Recogn |

The digital management of
educational credentials
(issuance, verification,
revocation), affiring the
achievements from diverse
learning experiences.

Micro-credentials

Access tools

& ¥
€ W

USE CASE 7

User identity

ik

Streamlining the management
and govemance of shared
resources among alliance
members, covering both physical
and virtual assets.

Achieving interoperability for
user identities across
educational transitions, ensuring
consistent identification
throughout their academic
jourmey,

Access  Federated idenlity
Student cards

© Ewopean Digital Education Hub

Al X (A3 -°XJ« (TANJ® - «

3 XJ

Z- NA" X’

Two Use-Cases are essential for a smooth and seamless mobility:
V' User Identity
V' Access Tools

LMU
The Higher Education Interoperability Framework

Manage educational
resources

USE CASE 8

Institutional
identity

LUDWIG-
MAXIMILIANS-

£E

EUGLOH

UNIVERSITAT
MUNCHEN

Promoting the accessibility and
mobility of educational
materials, fostering a
coliaborative and accessible
educational environment

Use and re-use

Developing a cohesive
framework for trusted
institutional identities,
facilitating smoother
collaborations and exchanges
between HEls.

Accrecitation  Ranking

« 9] X KXJ3 «X3Z
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Digital Credentials for Higher Education

Two Digital Credential Verticals, one Wallet Environment

Long-Term Digital Credentials European Digital Identity Wallet Short-Term Digital Credential
(EUDI-Wallet) S

HARVARD

EU Digital Identity

A Diplomas / Diploma Supplements A Container for Credentials A Student IDs
A Transcript of Records A Web-Wallet A Library-1Ds
A Micro -Credentials A Event-Tickets

A Digitization of Academic Proofs A Digitize,digitalize and simplify A Digitalization of Service Access
of Achievement administrative processes A European Student Card / eduTAP

A DCA4EU / EBSI / EDEH Interoperability Framework —
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Use Case 3: Access Tools

Use Case 3: Access to shared tools and resources

A Itis not about building new tools,
A It is about making existing tools accessible across institutions ‘,.f ﬁ

A That where Use Case 7: User identity comes inA giving access to the Service UsEseE?
User identity

1)
DS s

\/ Authentication
\V/ Authorisation
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Key to all Services A Identification / Authentication

A Triple'A'SyStem Authentication Factors
V (Identification)
Something
. . you KNOW
V Authentication A passuor
Something :
V Authorization youHAVE =~ Something

A Chip card you ARE

A Token A Biometrics
A Smartphone

V Accounting

-—_
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User Experience Is keyb Benchmarks

Providing best of class user experience is about seamless and clearervice access

A For Member of the Higher Education Institution
A For members of other Higher Education Institutions / Partners
A For incoming members of other Higher Education Institutions / Partners A short- & long-term Mobility

For the Person User Experienceis key, it should be as easy and simple as possible

A Benchmark Examples

eduroam %‘:edUGAIN

WLAN Access Login to Online Services

A To access services (physicalpn site it should be as easy as using thaVifi with eduroam

—_



£E

@l EUGLOH

eduGAIN & eduroam Member Countries

A eduGAIN Federation Members A eduroam Service Providers
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Campus
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Solution Providers

eg.
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public transport providers- cultural institutions (libraries, museums, theaters, cinemas)shops

Service Prowders‘
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Essential Stepbbe aneduGAIN-Member
EUGLOH Members within eduGAIN:

Université Paris-Saclay,France

Lund University, Sweden iy Type

All @ Identity Providers (O Service Providers () Atiribute Authorities (standalone)
Participants 84

University of Szeged, Hungary ity eviutether @

No filter v Members

U n |Ve IS | ty Of P orto , P ortu g al Federation filter (select one or more or start typing below to narrow the list) ‘?“"d‘da'es 8

All entities 10322

Ludwig-Maximilians-Universitat Mtinchen, Germany e

TERNET IF (Tanzania) IldPs 6349
ThailDF (Thailand)

\Y
\Y
\Y
\Y;
\
V' University of Alcala, Spain Tuske Now Zason Access Feeraton (Now Zecknd)
\Y
\Y
\Y
\Y
\Y

TIGERfed (Bangladesh) SPs 3992
t: [
UK federation (United Kingdom) i::da one 2

WAYF (Denmark, Iceland, Greenland)

UiT, The Arctic University of Norway, Norway T e

Entity filter
@ Entityld search

U n |Ve rS|ty Of N OVI Sad ) Serbl a |: ntitylD substring search I Whole entity multiword search

Enler slring for a case-insensilive subsiring malching. Only EntityID is searched.

Reverse whole entity multiword search

U n Ive rslty Of H a m b u r g , G e rm an y ECCS IdP test status (> Entity clashes Validator warnings (7 CoCo status (7 SIRTFI errors (7

No filter v No info i No info ~ No filter v No filter v

University of Amsterdam, A| X 6 XT X3 XJ«TZ"~ Appesrd nadkGAM:

Any time This month Last 7 days @ Selected date:

Stellenbosch University, South Africa

Co-funded by
the European Union

A EUGLOH is connected

A The Infrastructure already exists Sourcehttps://technical.edugain.org/entities
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Authentication and Authorization Infrastructure

Authentication and Authorization Infrastructure (AAIl) and AAI -Federation
A eduGAIN is a key to user identity interoperability

A Interoperability depends very much on same understanding of vocabular and specifications (LDAPSchema)
V eduPerson

V SCHAC (Schema for Academia)

V. SAML

V OIDC

A What is MyAcademiclD?
MyAcademiclD HEuropean Student Identifier

—_
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eduPerson & SCHAC Schema Explained
eduPerson SCHAC (Schema for Academia) BaseSchemas
A 221 eduPersonAffiliation A Personal Characteristics givenName
A 2'2'2. eduPersonEntitlement i SchacMotherTongue A o (surname)

2.2, _ A schacDateOfBirth A displayName
A 2.2.3.eduPersonNickname A schacYearOfBirth A initials
A 2.2.4.eduPersonOrgDN A schacPlaceOfBirth R title
A 2.2.5. eduPersonOrgUnitDN A schacCountryOfCitizenship A jpegPhoto
A 2.2.6. eduPersonPrimaryAffiliation ﬁ :gﬂgggﬂ% A mail
é 2.2.7.eduPersonPr!maryOrgUnltDN R schacPersonalTitle A phone
2.2.8. eduPersonPrincipalName A Contact / Location Information A cn
A 2.2.9. eduPersonPrincipalNamePrior A schacHomeOrganization A uid
A 2.2.10. eduPersonScopedAffiliation A schacHomeOrganizationType R o
A 2.2.11. eduPersonTargetedID é SCEaCSOUHgVOfReSII%enCG A ou
schacuserrFresence
ﬁ 2.2.12. eduPersonAssurance A Student Informaton A peferredLanguage
A 2.2.13. eduPersonUnlqueId A EmAployee Information A homePostalAddress
s A Linkags tianirere] Soron Keys A postalAddress
Example of aneduPersonScopedAffiliation: A schacPersonalUniqueCode A dfnEduPersonLibraryPatronid
student@Imu.de A schacPersonalUniquelD A dfnEduP LibrarvU
student@ up. pt A Entry Metadata / Administration Information nEdurersonLibrarylsergroup
: schacExpiryData _
student@eugloh.eu A Confidentiality / Attribute Release (Visibility) A dfnEduPersonFinalDegree
schacUserPrivateAttribute A dfnEduPersonTypeOfStudy
Examples: A EDEH HEIF TF 3: User Identity to clarify

schacHomeOrganization Imu.de
schacPersonalUniqueCode [urn:schac:personalUniqueCode:int:esi:Imu.de:123456789(
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From Authentication to User Data

The AAI/eduGAIN Backbone: AARC Architecture ‘Q ’
AAR

AARC Blueprint Architecture —— [ ve

T . = - = =g Authorisation Information Flow
N e - === Auibute Information Flow
. USER IDENTITY ¥
Key-Components in AAI (SAML-Names): r5on et teserains ? @
Aﬁth:‘ | eduGAIN
A Identity Provider (IdP) ‘" <
L U_SE_’"E’T J
A Service Provider (SP) S \ =
COMMUNITY ACCESS PROTOCOL M'"E"s‘;fated lr ——————— R
A Discovery Service (DS)A WAYF stvces
Discovel |
- . | | |
iy e e > || poraaien |
Additional but uncommon elements today R RERLAEE:  pRRREREEEEEE e
. " ! T vy
A Attribute Authorities == :’ | o R
I inform ITrggrs\I"a;:Jn ‘ : : |
A Metadata Aggregators [xo0e] VT 1 . j I
-AA: oIbc b I 1 I
. : | | I
A MyAcademiclD-Network (o) | | | (oo serces i -
Attribute l\ - | > |
I Y Y YR TY
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MyAcademiclD & MyAccessID

MyAcademiclD as bridge between ah A
eduGAIN (AAI for Universities) and eIDAS
to the services of universities and in mobility context s

MyAcademiclD & MyAccessID are a centralized Services ofGéant A

“LeduGAIN

HOAS - sl A Bridge
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Trust level / Assurance Level

A Very important forDENTIFICATION & AUTHENTICATION
A Quality of identity (personal) data ‘

A Type of authentication & consequences for

identification medium h ig h
eduPersonAssurance 'SubstantiaI /
https// refeds.org  / assurance . .
o s medium Authentication |
hipst) reledsorg Jasouarce /AP fow A B\elD.AS compliant
https:!/ refeds.org  / assurance /profile. | cappuccino ‘ Authentlcatlon .
https// refeds.org / assurance /ID/ unique normal o A eIDOf EU Cltlzen IDS
\ al A certificatebased A provided by HEI for
https//  refeds.org  /assurance /IAP/high Authentlcatlon A FIDOZ forelgn Students
A username / emailA Smart ID
® + password
no trust Identity proofing:  Identity proofing: Identity proofing:
A selfasserted A officially confirmed A officially confirmed
A verified email A manual check of a A ldentity document automated and
address government issued technically checketb be genuine
photo-1D and represent the claimed identity

—_
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AAl-Attributes and Examples b eduPersonAffiliation

VA natural person has an account at their home institution ISCED:2011 Level

V All institutions apply the same ruling on Affiliation A Problem: Who is a student? Label

V Allow usage of services by an Authentication Methodes i) GTIETO0E S
V' Login via SSOA Shibboleth
V' Present a credential A EUID-Wallet / eduTAP

Primary education

Lower secondary education

Upper secondary education

student Postsecondary nosertiary education

Natural person Shortcycle tertiary education

. OKSt 2NRa 2 NJ S|
al 3GSNQa 2NJ Sl dzt

Doctorate or equivalent

OIN OjJOo1 A WO N —, O

X Faculty or Staff member of HEI

account
UNESCO ISCED:2011:

International Standard Classification of Education

Login / Medium /
Credential /
Card / Pass member
1.1
Service
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EUGLOH
Key to all Services A Identification / Authentication

A Triple'A'SyStem Authentication Factors
V (Identification)
Something
. . you KNOW
V Authentication A passuor
Something :
V Authorization youHAVE =~ Something

A Chip card you ARE

A Token A Biometrics
A Smartphone

V Accounting

-—_



Campus Cardsare about Accessing Services

Identification

A Identification

A Status verification

A Proof of entitlement

A Single Sign On/ 2FA/
FIDO2

A Attendance check
A Checkin for exams
A attendance at courses
A Time recording

A Electronic Signature
(of legal documents

Electronic payment /
cashless campus

A Canteen & cafeterias
A Vending machines

A Printing / scanning
(secure & follow me printing

A Ticketing

(events and conferences

Library services Transport

A Access to / borrow
A Physical media (book,
audio and video media)
A Rooms A Emedia (book, audio and
Classrooms video media)

Labs .
Computer rooms A Learning spaces

Learning spaces

Offices

Accommodation facilities
(i.e., dorms)

A Athletic facilities

Physical Access Control
A Areascampus, parking Ipt
A Buildings

& discounts

On & Off-Campudp On-Site Usage / Proximity Us€ases
+ Online Services

providing servicé create benefits

A On campus services
(university shuttle servige

A Public transport tickets

MAXIMILIANS-

el EUGLOH

Discount and promotions
A Discounts

on cultural activities
A Museums
A theaters
A cinemas

A Shops
A Restaurants
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The European Student Card (ESC)

The European Student Cardba project to add a European dimension to local Student IDs

V' Securelyvalidate the student status European Student Card logo

Combines the European identity (text &
flag) with the QR code. It facilitates the
implementation and recognition of the
ESCs

European
Student Card

Student
identity card

- European
Student Card
A, Ca T

0123 456 789 10

ESCN - European Student Card Number

Unique card identifier that serves to link a ROPEAN STUDEN
specific card to the specific higher N

ESC

Hologram
: education institution who produced it and
i o code or to identify a card
s authentication
sl t i ESI - European Student Identifier
Code pays (ou drapeau) :
i Unique identifier that allows to link a given K. BSB "y ||
B student to a specific ESC. It is not o
[ recommended to be printed on the card.

T

seanpairamegss  \[ A\ great vision

'Y (les Crouse) —
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The European Student Card (ESC)

Benefits of the European Student Card Initiative

A For students:

A Easy access to course materials prior to mobility, online course registration and automatic recognition
of ECTS credits

A Immediate access to services at the host university, such as libraries, transport and accommodation
A Discounts on cultural activities throughout the EU

A For Higher Education Institutions:

A Easy, online management of the entire mobility processb from student selection to the recognition
of ECTS credits

A Online identification of students , simplified and secure exchange of student data
- including academic records- between Higher Education Institutions

A Reduced administrative burden associated with student mobility
Source: https://ec.europa.eu/education/education -in-the-eu/european-student-card-initiative en

A European Student Card Project as implementing instance

-—_


https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en
https://ec.europa.eu/education/education-in-the-eu/european-student-card-initiative_en

2012¢ 2013

A Signing of a protocol of Intent

A Bilateral Francétalian agreement between:
AFondazione ENDISU
AANDISU,

Ales Crous
November 2013

A Exchange between thénousand
the CPU on European Student Card

2016

A Institutional structuring at European level
A Erasmus+ Strategic Partnership

2016¢ 2018A European Student Card Project

*

Baseline for technical specification

2025- Goal
A All European / Erasmus+ Higher Education Institutions .
offer their students a European Student Card

2019¢ 2020A MyAcademiclDProject

-

*.~

>

European
Student Card

Oct. 2024c New ESC
A New ES®Router
A New Design

A QRCode Mandatory

December 2015
A Memorandum of Understanding
A Student Unions of 4 countries:
AFrance
AGermany

Idea by A Alreland,

4

2020¢ 2022

A European Digital Student Service Infrastructure Project

A EScTension Project European Student Card Extension
and Adoption

Jean-Paul Roumegas Attaly A S()Ie fOCUSStUdentS

(les Crouse) A Exchange withiECStA

The European Student Card (ESC) History,

E
-
e

+» Comité National
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de la Carte Etudiant

’0‘ ";* et de ses Usages

FONDAZIONE
ENDISU

o
u I Deutsches Studentenwerk

DER VERBAND DER STUDENTENWERKE
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The European Student Card (ESC)

Basic concepts
The European Student Card (ESC) is a new standard created by European Higher Education Institution (HEI) e
to promote student mobility within Europe (EHEA zone).

A The long-term objective is to give all European Students the same rights as a local studentwhen travelling abroad.

So, the idea is tocreate a card that can be accepted anywhere within Europe. This cardgives access to an unlimited number of servicesthat
students use in their daily life, such as borrowing book from university library, accessing student cafeteria with discountedprices, accessing
university premises, using public transportation etc.

Short- and long-term perspectives
The first basic service to be set up isstudent status authentication . This service offers the possibility for any organization (private business,
public administration, association, HEI...) to confirm whether a card holder is a student or not.This service is a necessity because student status
authentication is usually a prerequisite to give access to other services that are restricted to students .
A Other services will become available afterward, such as:
A The possibility to use the card as anelectronic wallet for day-to-day expenses
A The possibility to write new information on the card after it has been delivered,
granting access to a wide range of new services for the student
A The possibility of using the card as akey to allow exchange of data between HEIs,
to facilitate administrative procedures during student mobility
A Dematerialisation of the card itself , using a smartphone

A Interoperability
_

Source: ESC Handbook for institution:C ~ X 3Guide to connect to the Platform
(http://europeanstudentcard.eu/wp -content/uploads/2017/02/ESC -User-Guide-def.pdf)



http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
http://europeanstudentcard.eu/wp-content/uploads/2017/02/ESC-User-Guide-def.pdf
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The European Student Card (ESC)

ESCIDECHE requirements for HEIs:[ . @ ° K X2a X«©° ©°| X °3 -3 o X -Z ©°o] X ;3

A By undertaking the necessary steps toimplement digital mobility management in line
with the technical standards of the European Student Card Initiative .

A Zz

Source: https://ec.europa.eu/info/funding -tenders/opportunities/docs/cap/eplus2020/eche -fp-2020/1877638 -charter-annotated-quidelines-feb2020 en.pdf

Timeline B European Student Card Initiative (ESCI)

A Erasmus Without Papers (EWP)
A 2021 P Online Learning Agreements (OLA)
A 2022 P Inter-Institutional Agreements (Il1As)
A 2023 B Exchange Student Nominations, Acceptances, Transcripts of Records

A MyAcademiclD
A 2022 B European Student Identifier (ESI)

A European Student Card Project (ESC)
A 2025 bImplement and Issue European Student Cards & 2020 Plan A postponed

-—_



https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/cap/eplus2020/eche-fp-2020/1877638-charter-annotated-guidelines-feb2020_en.pdf
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The European Student Card (ESC)

European
Student Card

STUDENT C /

a

Student
identity card

{0 % europeanstudentcardeu + @&

- European

Student Card
A TN (
P

iy

Seamless access to physical and

0123 456 789 10 digital services

©@ Valid

Issuing institution:

(G - e N © ESC Webinar Demo
Ewroposn Student Card = Expiry Date: 2025-10-24
=—— | 0One Credential to rule them all? = =
it - Students can get their student status verified easily across
A Europe with their European Student Card.
- i With a QR-Code or a verifiable credential?

.3:,. European
Student
= Card

A not realistic
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The European Student Card (ESC)

A complex system that works is invariably found to have evolved from a simple systen
that worked. The inverse proposition also appears to be true:
A complex system designed from scratch never works and cannot be made to work
You have to start over, beginning with a working simple system.

Source: "John Gall's law™ from " Systemantics How Systems Really Work and How They Fail"D 1975

A The European Student Card Vision can not be solved topdown
with the current technical specification and implementation

A A new approach is required, based on existing, proven technologies, and a simple working system

—-—
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EUGLOH & ESCP a shared vision and ambitions

We have a shared vision:seamless mobility& easy service access

But an ESC QRCode was no option for us (GDPR & I'FSecurity wise), the longterm perspective a digital smartphone pass looked fascinating

4% A a great vision

EUGLOH wanted to share their servicesacross the alliance, and beyond (as we all have more partners)

R222Ca,, The IT-Persons from LMU, U.Porto and Lund already knew each otherA we met at ECCA 2019

Ee) . ey epe, s

% Vv understand the technological possibilities ,

Q&” v knew and understand the topics, have access to major technology providers
v but also, the capabilities of the ESC Project team

'apnﬂ Eu,_

’ﬂoss\d

A If we want a good andnteroperable solutionin the near future, we must come up with a working proposal

A That meets our requirements and audience (students, staff and professionals)

-—_
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A Complexity management and possibilities to actb Stacey Matrix & Cynefin-Framework

unclear

Complex Complicated
Probe > Sense > Respond Sense > Analyse > Respond
A Emergent Practice A Good Practice

Complex

What?
Requirements / Stakeholders

Chaos Clear

Act > Sense > Respond Sense > Categorise > Respo

Complicate

A Novel Practice A Best Practice

clear

known Technology/ Processes unk;\,\,n How to KISS: Keep it Slmple, Stupld

How
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Think outside the card: Medium A Services

Identification Electronic Payment / Physical Access ControlLibrary services Transport

A Identification cashless campus
A Status verification
A Proof of entitement
A Single Sign On/ 2FA/ ;
FIDO2 Separate Service Passes

A Attendance check :
A Checkin for exams A Local Services

oL (CNGANCESECOUISES A Each service is associated with a distinct pass

A Time recording
A Electronic Signature A Providers can choose appropriate technology per pass

(of legal documents

A Working solutions by solutions providers

A Common IDpass

for all HEIs
(ISO/IEC 18013 based)
A Identity Pass

providing servicé create benefits

Discount and promotions
A Discounts on cultural
activities
A Museums

§ A theaters

A cinemas

A Shops

A Restaurants

A Special case of
GLRSYGATAO!I
a{idr Gdza @S
at N22F 27F
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Campus Cardsfrom a User Experience Pointof View

User preferences for Smartphone Wallets:

: : ldentity
V' NFC / Contactless passes are better thanscanningvisual codes Discounts
V One pass per serviceis better Access
U User control over which services to use Library
U Auto-Presentment of pass needed Integrated Campus Card X
U Clear contextual communication Identity
(additional information on pass Discounts
specific for the service, Access
specific branding of service) ;'brary

divide and conquer




V Interoperability happens on the reader side A contactless communication protocols are better than visual codes
V' Almost all readers in the market could read more than one standard (maybe a firmware upgrade necessary

V QR-Codes arenot considered a secureidentification element (especially with an URL as content)

A ltis all about User Experience

i
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ldentity Linking A from eduGAIN to eduTAP

A Utilization of decentralized / federated Authentication and Authorization Infrastructure
A Online - fewer individual login credentials A higher assurance levels

A Bridging online identity to mobile credentials for reliable and trustworthy @& .
. . . . . . . \&'MyAcademiclD
on-site service accessA service-oriented + interoperability -oriented
A Focus on Flow of data Login with
A The medium Wallet Pass as an extension of aDigital Identity Examples: University of Bologna, name @aut

or
Legal person i Natural person
£  Login with elDAS

G Login with Google

login credentials / .- "
. P . ———= authorization
identification medium

A externalization of the
authentication process
A pass in the wallet for identification LS B

sZeduGAIN

Co-financed by the Connecting Europe Facility of the European Union

This project has been co-funded by the European Commission. The content of the service reflects
the views only of the authors and the European Commission cannot be held responsible for any use
which may be made of the information contained therein.

—

eduTEAMS by GEANT /|

—_
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eduTAP b educational tapping

°©Je° o. Z tap to access a service onsite directly:
JaP TO PAY V identify yourself, \V tap to pay (open and close loop
payments),

\/ verify your status,
) |
))% V' proof your entitlement, V' tap to open a door,

V claim a discount, V tap to lend a book,

V tap to take a campus shuttle.

no app,just tap!

https://eduTAP.eu

—_



https://edutap.eu/

- e
eduTAP b educational tapping BDWhat is eduTAP?

A eduTAP the concept
A Splitting integrated campus cards into dedicated service passesand aharmonized identity pass
A Leveraging the full potential of digital wallets
A Use existing, secure and proven contactlessstandards D do not invent new standards

A Focus onUser Experience and interoperabillity

A eduTAP the software Dto enable HEIs and Service Providers to:
A create, issue, and manage passes within the smart device wallet

A interact with wallet passes to give access to services, identify,
and verify the status of students and staff members

A eduTAP helps to fulfill the
great vision of the European Student Card
and enables interoperability and abetter user experience

—_
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Issuing process of wallet passes

reedeming
AWebAroi/BﬂJﬂﬁbrt

(relying party)

A App-Provisioning user / hOIder Add to Add to 5 ;
A Wallet-Provisioning i Apple Wallet SAMSUNG Wallet |
A PushProvisioning |

9/
ﬁi, Ed u GAI N Download of pass :
|
S ¢ OEM-Wallet |
ys (_am ° Server |
Credential Issuer P |
A DM |
A Website [
generates converts card payload /
A card Payload bundle into pass |
A Card Bundle Ensures security I
features
|
|
Credential issuer OEM-Manufacturer Device of credential holder I Service Provider
Infrastructure

[ |

A

User Experience




0
A Account-binding App App App e EU Digital

A Presentation

Az

Detall view on the Wallet

Wallet-App Wallet- Wallet- Wallet-

" Identity Wallet

|
Necessary to issue passes to
all relevant wallets

FOUNDATION

Ty
‘ OpenWallet

=

A The eduTAP solution is wallet agnostic, not bound to a specific wallet provider or company
A eduTAP just enables HEI and Service Providers to easilgreate and issue wallet passes




eduTAP
Service Directory

Credential Management Platform .and eduTAP Components

A Architecture of the delivery system JHST(;;

/

IdP (Shibboleth)  SSALEE

~~
~
~
~
~
H ~
H ~
H ~
~
~
~,
~
~

~
S

S
S
~
~

e~ :
-~
s

eduTAPLife-cycle
& Callback Handler

Credential Issuer A :
RESIBackend P SEEtiEtsts E B Ty R e P wallet P
based oneduTAP | 8 5

Components H‘T{p
JSON‘*

Server

p Provider p
|  Server |

| == = e e e e

IDM / DB

HEI Service Provider Technology provider Holder
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Adoption of digital credentials and mobile credentials

EARLY MARKET THE CHASM MAINSTREAM MARKET

Can your organization ignore

rSMarter I T

for a better campus experience?

Technology  Peak of Inflated Trough of Plateau of I
Trigger Expectations  Disillusionment  Siope of Enlightenment  progyctivity

Gartner  Hype Cycle ]

PRAGMATISTS CONSERVATIVES

E TECH ENTHUSIASTS

-l

EARLY EARLY LATE
s ADOPTERS MAJORITY MAJORITY HAGRERDS
| 13.5% 34% 34%
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Recognition of eduTAP @ Conferences

ECCA Conference 2025 LMU Munich, Germany EUNIS Conference 2025 Belfast, UKA Elite Award

EUNIS
% Mikhail Strunkin [ - 1. m 9 Fotoweien

Global Physical Access Partnerships for Google Wallet at Google ¥ Celebrating Excellence at #EUNIS25! ¥
1 Monat - Bearbeitet - & We are proud to announce the recipients of this year's EUNIS Awards,
iz tions to digital in higher

education across Europe:

That time of year again - when tech vendors and universities gather under the

roof of ECCA - European Campus Card Association to tackle the never-ending B e mBemg Decy A DaSa DI (T Comie
puzzle of digitizing the European Student Card. e o o Caneriha A oher Eaters

Elite Award awarded to Simon Lund and Alexander Loechel (Ludwig-
Maximilians-Universitat Miinchen)

This year, it feels like Alexander Loechel might just be the one to finally crack * Paper: “eduTAP Common ID ~ A Standardized Digital Identity Document for
HEIs"

the code! ¥ Special Award on lasting achievement was granted to Ognjen Orel, Matija
Kranj&ina, and Mirna Imrovié (University Computing Centre, University of
Zagreb):

. 5 e = 2 o 3 s * Paper: "The Evolution of ISVU: 20+ Years of the National Student
Let's see if 2025 is finally the year we go fully digital at Ludwig-Maximilians- Management System in Croatia®
Universitat Miinchen and other EUGLOH members. 4 Derup Award recognised the le Conservatoire National des Arts et

Métiers team for their innovative work
* Paper: "When Virtual Reality Reinvents Training: The Cnam Bet with CAP'VR"
Congratulations to Christian Cousquer, Maité SYLLA, Rebeca Garcia,

| have some confidence, finally :) Sohayb Khaoulani, Fanny Hauquier, Catherine Gomez, Vincent Caqueret, Marion

Pommet, and the entire team!
# Emerging Professionals Award

#Digita‘studentlo #ECCAZO 2 5 #ed uTAp #Goog IeWa"et Awarded to HANBIT CHOI, Aksel Skullerud Fosaas, Zara Mudassar, Sander

Garland Slinning, Arman Bulak Hagelia, and Eira Bjerkeng Scherjon (Sikt -

)
* Paper: "Beyond the Hype: Real-World Insights on Al Integration and the Value

Ubersetzung anzeigen of Alternative Solutions"

A huge congratulations to all winners for your innovation, dedication, and
impact on the higher education IT landscape!

#EL

ig #Al #VR #DigitallD #EUNISComi

Ubersetzung anzeigen

Apple / Google Wallet




