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Transition of credentials into the Smartphone Wallets
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Access Services > a question of interoperability

Identification Electronic payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Areas (campus, parking lot) e Access to / borrow * On campus services * Discounts on cultural
Status verification * Canteen & cafeterias * Buildings *  Physical media (book, (university shuttle service) activities

Proof of entitlement * Vending machines + Rooms audio and video media) * Public transport tickets * Museums

. . o . * E-media (book, audio and & discounts . theaters
Single Sign On / 2FA / * Printing / scanning Classrooms video media) = s Cinermas
FIDO2 (secure & follow me printing) Labs * Learning spaces Shops
Learning spaces Restaurants

* Ticketin Computer rooms
Attendance check g
«  Check-in for exams (secure & follow me printing) Offices
e gttendance at courses Accommodation facilities
e Time recording (i.e., dorms)

Electronic Signature Sports facilities
(of legal documents)

on- & off-campus = on-site usage
online services

providing service = create benefits
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The European Student Card

v" Vision of the European Commission: Towards a European Education Area

v The European Student Card Initiative (ESCI)

—> Students can get their status verified easily across Europe -
© . Y g OPEAN STUDE
— Access to on- and off-campus services

—> easier access to student services at host universities on a mobility programme

v European Charter for Higher Education (ECHE) of the Erasmus+ Program X

A great vision!

_
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European Student Card Technology and Features

The European Student Card (1st Gen) is a solution added to existing cards, and implemented through a centralised digital platform
called the ESC Router that allows participant institutions to (1) generate student cards and to (2) validate student status

ESCN - European Student Card
Number
© Unique card identifier of 16 bytes that
i serves to link a specific card to the
specific HEI who produced it and to
identify a card.

ESI - European Student Identifier

:  Adigital identifier enabling students
i to uniquely identify themselves when
: they access student mobility services
: online.

ESC
Hologram
1
1
1
1
- QR code for
S authentication
Nom de Fétudiant E%. :
Numéro de I'étudiant 1
Code pays (ou drapeau) :
1
]
1
RECTO iR
Y
=]

European Student Card QR Code

i Two-dimensional barcode printed on
© the ESC to ensure compatibility with
: any type of passive card and to
automatically verify the data of the
student's status.

European Student Card Hologram

Logo on the front of the
European Student Card that
i certifies the authenticity of the card
i and serves as an identifier to access
: services at European level.

OPEAN STUDE

*
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EUG LO H European University Alliance for Global Health

9 Universities, 1 Goal:
Bwldmg Europe’s Campus for Global Health

Co-funded by the
Erasmus+ Programme
of the European Union

EUGLOH 2.0 Consortium Partners
338,500 54,000 112

.° Students Academic Staff Faculties & Schools
universite
PARIS-SACLAY

E -PORTO :MAUA‘;VIEL?;MNS 15-20 % foreign students

UNIVERSITY OF SZEGED]
40 % European citizens

LUND UNIVERSITY

I
%\’%"% Universidad  £=a== UiT The Arctic f %’é 60 % from other nations
88 de Alcald ¢ University of Norway 3cuuoc : Lot Universitat Hamburg
fr urt PlANT€$g DER FORSCHUNG | DER LEHRE | DER BILDUNG
;'

- UNS & UiT are from non-member states of the European Union

’.

Key Goals

* Interdisciplinary Global Health programmes across universities — striving towards a joint European degree.
A vibrant, multicultural and . Universidad
()

for students, staff and professionals — physical and virtual.

Strong links between higher education, research and local socio-economic ecosystems
to prepare young people for the jobs of tomorrow.

Empowering future generations to find solutions for Global Health challenges.


https://www.eugloh.eu/
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(OPEAN STUDEI

Interoperability ?
to access on and off-campus services?

— a hologram does not provide interoperability
a URL in a QR code as a solution?

security, privacy, ...?
——_
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|

Interoperability: Question of the medium —_

@ Visual check l
Manual ESC-R search

Baselined on the ESC specification

. . . . r)))@ QR Code reader
Possible technological implementations:

1. Plain Card with Hologram Available options for interoperability » b imachird

I
I
[
I |
2. Plain Ca rd Wlth Hologram + QR'COde : Plain regularcard  Card with QR code ele?:z:iac: c‘?g';lt‘rol Smart card :
= =
3. Chip card (with Hologram + QR-Code) | = 5 58 E: |
1. Chip card technology neutral T — N N R N
. 3 o I 4
2. Mifare DESfire chip card with App o SRl X KL A/ LR
3. Multi-technology chip card with A ' P ) '
gy p pp : Reading device @ @ i@ @ I :
4. Smart card (with Hologram + QR-Code + App),  available @ @ |
I - |
5. Virtual elD (Smartphone) | by o aee : ,
| demand x x x \/ | \/
[ |
I evel o I
I inte::opelra;ility I I II l I II I l I I I | I I I I
: : Virtual elD

on mobile devices

——_
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Interoperability: Physical card side?
Chip cards = bind to one certain technology or combi cards
- NXP Mifare DESfire ) LEGIC HID|
¢ Legic Advant _ EEPHOM prime/advant izé
1o Logik CTC4096-MMA410
 HID iClass ACM ICLASS®/
MIFARE® DESFire EV1/Prox

Smartcards = expensive

{ - N
* JCOP RAM | .
o CPU EEPROM W@M»m'm
Java Card OS
i J

— Plastic cards are not the solution, so...

v" Sustainability -
v" Interoperability Responsibility

_
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Interoperability: Cards — Communication Protokolls and Data / File Systems
Different standards of Transponder technologies — “standards” — NOT Compatible to each other

MIFARE Classic MIFARE Classic
HID iCLASS LEGIC
HID Prox Calypso
Indala Moneo
ioProx Oyster
HID Prox
AWID
Keri EM4102
CASI-RUSCO .
LEGIC
MIFARE Classic MIFARE Classic
MIFARE DESFire EV1/EV2 MIFARE DESFire EV1/EV2
HID Prox SONY Felica
EM4102 TIRIS
CEPAS
Octopus
ISO 14443A  ECM-340 EMA102
ISO 144438 FS%M1A17385§ LEGIC MIFARE Classic
IS0 15693 MIFARE Classic MIFARE DESFire EVA/EV2
ISO 18000 1SO 11785 MIFARE DESFire EV1/EV2 HITAG
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EUGLOH campus cards
current state and connected services Status of four core members (IT wise)

Ludwig-Maximilians-Universitat Miinchen

* Legic CTC Cards (Legic Advant + Prime)

) Pt * Payment (Studierendenwerk Miinchen)

while on visit *  Cloud-Printing and Scanning (Secure-Printing and Payment)
* Library

* Ticket for Public Transport System

Université Paris-Saclay

* NXP Mifare DESfire Cards
* Payment (izly — les Crous)
e Library

* Physical Access Control

- Vision:

All university members should be able to use services of host university

Braille (LMU) invers

Studierendenausweis s+ o o
Student Identity Card
Surname

,,,,,
Vorname, Name .
Foto

Matrikelnummer Geburtsda

Geburtsdatum Gultigkeit

U D‘lJADﬁLd.ELLM.L ° °
K658 || unnyeeene oo pomrs Lunds universitet
N 2sisere a1 IMUMMMNMRIANN o 0 0 04 . NXP Mifare Classic Cards
] *  Physical Access Control (online and offline)
* Login at copiers (for copy/print/scan)
e Library

* Several other services, but not any payment services

ccccccc

[@PORTO
B Universidade do Porto
i
o * NXP Mifare Classic Cards / Java Cards with Mifare Classic emulation
universite Now: MERCIER trmm e : * Library

Not compatible technologies

PARIS-SACLAY prénom : Claude

g *  Physical Access Control

* Canteen & cafeterias
* Printing Service
e Attendance

CARTE ETUDIANT

.......... O santander
Universidades
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V Your
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https://erasmus-plus.ec.europa.eu/contacts/national-agencies
https://about.geant.org/membership/membership-map/
https://education.ec.europa.eu/european-universities-factsheets
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The European Student Card

v" Vision of the European Commission: Towards a European Education Area

v The European Student Card Initiative (ESCI)

—> Students can get their status verified easily across Europe -
© . Y g OPEAN STUDE
— Access to on- and off-campus services

—> easier access to student services at host universities on a mobility programme

v European Charter for Higher Education (ECHE) of the Erasmus+ Program X

A great vision!

But not a good technical baseline, regarding the current state-of-technology

-—_
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Transition of credentials into the Smartphone Wallets

Examples: European Student Card in the Wallet

* Discount off-campus

European Student C...

European Student Card *' * For usage at HEIs that accept the ESC

NAME

Julia Stadler

* No NFC or additional data

EUROPEAN S... HIGHER EDUCATION INSTITUTION
urn:schac:personaluniqu..  Ludwig-Maximilians-Universitat Minchen

DATE OF BIRTH VALID UNTIL
01.01.2000 2024-09-30

O

810e4b6b-72a9-4bbd-9c57-2551a4d2...
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European University Alliance for Global Health

Introducing

eduTAP

Co-funded by the Erasmus+ Programme of the European Union www.eugloh.eu
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eduTAP - educational tapping

tap to ...
v’ tap to identify yourself,
v’ tap to verify your status, TAP TO PAY

v/ tap to proof your entitlement,

v’ tap to claim a discount, )

tap to access a service on-site directly:

v’ tap to pay (open and close loop-payments),
v’ tap to open a door,

v’ tap to lend a book,

v' tap to take a campus shuttle.

no app, just tap!
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eduTAP — mission:

 digitizing cards = passes in the smart device wallets
* leveraging the possibilities of smart devices for interoperability
* enable easy service access on-site

enable

chip card / smart card .
transition

* enable HEIs and Service Providers to:
e create, issue, and manage passes within the smart device wallet
* interact with wallet passes to give access to services, identify, and verify the status of students and staff
* enable students and staff members to access services on-site, easy and consistent
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Digitizing cards vs. leveraging the possibilities of smart devices

chip card / smart card

Front

Back

We are still thinking in cards terms

— campus cards / corporate cards
(Student IDs / employee badge)

* Card as an integrated element
- multiple applications in one card

* Front & Back of a CR80 / ID-1 card
* Limited amount of visual space

e Card as branding space (Corporate Design)

— Passes in smart device wallets are
a disruptive technology,

— Let’s think in terms of this technology

n UNIFORM GOODS (0.

GATE
a Fleet 62 Close
. B Fleet

@ Flashiight

e Google Wallet

@ Hand-Wash
fes Best Buy Timer
=0 My Best Buy

vovs CVS Pharmacy Er
7 ExtraCare August 22 onTE 62
SFO » LGA
oooooooooooooooooooooo

ssssssssssss

GGGGG
R
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Digitizing cards vs. leveraging the possibilities of smart devices

= Users Expectations Student and mobile payment 2023

Statistics

* 93 % use digital payment

* 88 % want ease of use

* 86 % require it to be secure

69 % prefer native wallet — no app
Source: touchnet —Student Financial Experience Report 2023

9:30

* Don’t stick to old technology if your user expects something modern walle @
* Integration and Interoperability

* The Smartphone is the essential working tool for younger generations

* Higher Education Institutions should provide credentials in modern ways

» Student IDs / Campus IDs should be recognized and accepted anywhere

just as plastic Student IDs &

e Google Wallet

wovs CVS Pharmacy
pharmacy  ExtraCare

@ Hand-Wash
Best Buy Timer

Be compliant

Panera Breaw ]
% B uNIFORM GOODS CO

I GATE .
a Fleet 62 Close 9:41
N B Fleet

Be Secure = implement IT-Security best practices

Respect privacy ey | R,

Respect self-sovereignty and decisions of users N

GGGGG
R

< N N X

—2Think from a user perspective (user-centric-optimization)
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Digitizing cards vs. leveraging the possibilities of smart devices

—> Stages of Digitalization — Period of Digital transformation

e Digitization — create digital versions of analog documents

Digitalization 1.0

—> Digitization vs. Digitalization

e Digitalization with internal focus
e Optimize internal administrative processes — organization centric optimizations -

NPT PRy © Processing of data

— Digital transformation (a hard shift)

* Digitalization with focus on the user — user centric optimizations - —> Service oriented
* Optimization on how services are discovered and seamlessly used > Digital identity

e * Flow of data .
Digitalization 3.0 - Interoperability
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Access Services > a question of interoperability

Identification Electronic payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Areas (campus, parking lot) e Access to / borrow * On campus services * Discounts on cultural
Status verification * Canteen & cafeterias * Buildings *  Physical media (book, (university shuttle service) activities

Proof of entitlement * Vending machines + Rooms audio and video media) * Public transport tickets * Museums

. . o . * E-media (book, audio and & discounts . theaters
Single Sign On / 2FA / * Printing / scanning Classrooms video media) = s Cinermas
FIDO2 (secure & follow me printing) Labs * Learning spaces Shops
Learning spaces Restaurants

* Ticketin Computer rooms
Attendance check g
«  Check-in for exams (secure & follow me printing) Offices
e gttendance at courses Accommodation facilities
e Time recording (i.e., dorms)

Electronic Signature Sports facilities
(of legal documents)

on- & off-campus = on-site usage
online services

providing service = create benefits
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Digitizing cards vs. leveraging the possibilities of smart devices

Reinvent the wheel vs. evolution of the wheel

Wallet as a container for multiple “cards”

- link one service per wallet pass
| v each pass has its own design

=9  additional information for the users

v' User can select which service they want to use
—> digital self-sovereign identity (SSI)
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Medium = Services

Identification Electronic Payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Discounts on cultural
Status verification activities
Proof of entitlement *  Museums
Single Sign On / 2FA / B

FIDO2 « Shops

Attendance check « Restaurants

Check-i . -
att’ii,dg’ni‘;’:txfzsrses separate service passes > Special case of

Time recording “Identification” /
Electronic Signature “Status verification” /

p—— (can chose appropriate technology) “Proof of entitlement”
- Working solutions by solutions providers

A common ID pass

for all HEIs
(ISO/IEC 18013-5 based)

providing service = create benefits
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Path to an interoperable campus card

divide and conquer

——_
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Path to an interoperable campus card
D

divide and conquer

Discounts

gocess Integrated

Library Campus Card
Printing
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Technical details and features of Wallets / Passes

The wallet is a container for multiple credentials = passes

The Wallet provide access to passes and secure them (Secure Element, Cloud bases Secure Element, ...)

Technical features:

* Smart / Quick Select option (Express-Mode) € reader selects the specific pass to interact with (if available)
* Battery reserve (pass is still usable if phone has powered off; important for keys, transit tickets, payment)

* Selectable Authentication requirements < security features

. i dential

¢ GrouDable ___________ Pass Class . sza“;’gifgfyﬁg.ﬂis VISA

o <abstract> 1- Data Structure

° Va||d|ty dates : *  Security features

* Remote updateable /revokable W @ Pass Io passdesign /ﬁ
. <abstract> L

» Offline usable (= non traceable)
* Host Card Emulation possible

- Demo later _




V24

EUGLOH

Technical details and features of Wallets / Passes

v Technical details and features of Wallets / Passes = Path to an interoperable campus card
v" if each pass (technology) can be individually selected and leveraged, and the Pass in the Wallet can be selected by

the reader (Smart Select) - one pass per service

Pass Pass Pass

* Smart Select / Express Mode Selector

* Design —visual presentation 9 Card bund.le 9 Card bundle

* Data-Slot = Smart Tap / VAS / Mifare / mDoc (ISO/INC 18013-5) Visual deS|gn of a Visual design of a
Wallet-App ~ Wallet- Wallet- Wallet- pass (images) pass (images)

* Account-binding App App App Presentation data Presentation data
[ Data-structure Host Card Emulation
Data-structure in HCE

Operating System OS Wallet API

(OEM-specific default:
!_ag;?fror(OS) Google Smart Tap
Apple VAS / ECP 2.0)
Hardware-Layer (access to)

NFC / BLE / UWB

Secure Element / Security Chip secu rity level
Subscriber Identity Module SIM/eSIM
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Technical details and features of Wallets / Passes

Detail view on the Wallet

Wallet-App Wallet- Wallet- Wallet-
* Account-binding App App App

>, EU Digital
" Identity Wallet

* Presentation

Necessary to issue passes to
all relevant wallets

W
‘ OpenWallet

FOUNDATION

— The eduTAP solution is wallet agnostic, not bound to a specific Wallet provider or company

— eduTAP just enables HEIl and Service Providers to easily create and issue wallet passes
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Issuing process of wallet passes redeming

—> importance for the users — always the same process

user / holder

download via website, or app @ Addto Add to Add to >
Google Wallet Apple Wallet SAMSUNG Wallet

Requests pass Download of pass

System of < OEM-Wallet

Credential Issuer Server e QY ) PR B

. IDM
. Website

generates converts card payload / |
* Card Payload bundle into pass
* Card Bundle Ensures security features I
Credential issuer OEM-Manufacturer Device of credential holder | Service Provider
Infrastructure !

(relying party)
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Medium = Services

Identification Electronic Payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Discounts on cultural
Status verification activities
Proof of entitlement *  Museums
Single Sign On / 2FA / B

FIDO2 « Shops

Attendance check « Restaurants

Check-i . -
att’ii,dg’ni‘;’:txfzsrses separate service passes > Special case of

Time recording “Identification” /

Electronic Signature ) “Status verification” /
p—— (can chose appropriate technology) “Proof of entitlement”

- Working solutions by solutions providers

A common ID pass

for all HEIs
(ISO/IEC 18013-5 based)

providing service = create benefits
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Key to all Services = Identification / Authentication

* Triple-A-System
* (ldentification)

e Authentication

Authentication Factors

Something
* Authorization you KNOW
¢ Accounting . E?;sword
* On-site services access is about proving your Something ,
entitlements and identity you HAVE Something
Chip card you ARE
Token «  Biometrics
* “something we know” as an authentication method for " Smartphone

on-site service access is not very efficient,
best a combination of “something we have” + “something we are”
- Smartphone Wallet passes + authentication via biometrics

* We already have a powerful IDM System for online-services = Shibboleth > eduGAIN-AAI

—_



The common Authentication method in the educational sector

Shibboleth — local or in federation (national or multi-national = eduGAIN-AAI) = SAML2 or OIDC .

LUDWIG DEUTSCHES FORSCHUNGSNET ZWERK

MAXIMILIANS | | AUTHENTIFIZIERUNGS- UND AUTORISIERUNGS-INFRASTRUKTUR

avrestiarh
MONCHEN

English veEn

Ludwig-Maximilians-Universitét Miinchen
— Anmelden bei LMU Zoom —

Benutzername

Passwort

a ‘Anmeldung nicht speichern

[J Ubermittelte Daten anzeigen

Anmeldung

Bitte verwenden Sie zur Anmeldung

o Ihren LI
oder
* |hre im LMU-Portal ersichtliche LRZ-Kennung.

(= Campus-Kc g, mit oder ohne Domain @Imu.de, @campus.Imu.de oder @med.Imu.de)

Diese Single-Sign-On-Lésung Shibboleth erlaubt lhnen den einheitlichen Zugang zu diversen Webanwendungen der LMU und
anderer Universitaten innerhalb des Deutschen Forschungnetzes (DFN).

Bei der erstmaligen Anmeldung, oder wenn Sie die Checkbox Ul Daten uswahlen, erhalten Sie eine
Ubersicht Ihrer personenbezogenen Daten, bevor diese an die Webandwendung tibertragen werden.

Nach dem Login haben Sie so lange ohne erneute Anmeldung Zugang zu allen Shil -fahigen bis Sie den
Browser schlieRen. Zum Logout missen Sie daher den Browser komplett beenden.

Impressum | Datenschutzerkldrung | Kontakt und FAQ

LuowIG DEUTSCHES FORSCHUNGSNETZWE

RK
MAXIMILIANS | | AUTHENTIFIZIERUNGS- UND AUTORISIERUNGS-INFRASTRUKTUR

vt | [LOGIN .

Infor i er MyA icID IAM Service

Beschreibung des Dienstes: The MyAcademicID IAM Service provides Identity and Federated access management
for the services of the European Student Card Initiative and the services directly supporting the digitisation of
Erasmus+. The MyAcademicID IAM Service is provided by GEANT using the eduTEAMS service.

Zusétzliche Informationen tber diesen Dienst:
https://wiki.geant.org/display/SM/MyAcademicID+Identity+and+Access+Management+Service

Anzeigename

Zugehbrigkeit student
member
staff
employee
Vertrauensgrad https://refeds.org/assurance

https://refeds.org/assurance/IAP/low
https://refeds.org/assurance/ATP/ePA-1m
https://refeds.org/. e/1D/eppn-uni
https://refeds.org/assurance/ID/unique
https://refeds.org/assurance/ATP/ePA-1d
https://refeds.org/assurance/IAP/medium
https://refeds.org/assurance/profile/cappuccino

Berechtigung ur lib-term
personliche 1D @Imu.de
Zugehorigkeit staff@imu.de

member@Imu.de
student@Imu.de
employee@Imu.de

eduPersonTargetedID HV6nox/0SxEhyzkH4z+vIGNdD80=
eduPersonUniqueld 7b719738ecae7b120b6383786b47fe98@Imu.de
Vorname Simon

E-Mail @campus.Imu.de

o uni-muenchen

schacHomeOrganization Imu.de

schacPersonalUniqueCode  ur i i i de:
Nachname

Datenschutzinformationen dieses Dienstes

Die oben aufgefihrten Informationen werden an den Dienst weitergegeben, falls Sie fortfahren.

Wihlen Sie die Dauer, fiir die Ihre Entscheidung zur Informationsweitergabe giiltig
sein sol

O Bei nachster Anmeldung erneut fragen.

Ich stimme zu, dass meine Informationen dieses Mal an den Dienst weitergegeben werden.

@ Erneut fragen, wenn sich die Informationen andern, welche an den Dienste weitergegeben werden.

Ich bin , dass in Zukunft ) an diesen Dienst
weitergegeben werden.

Diese Einstellung kann jederzeit mit der Checkbox auf der Anmeldeseite widerrufen werden.

Akzeplieren

1 kldrung | Kontakt und FAQ

Attribute Release

G |
© . Test Service
\&'MyAcademiclD | provider

towards the Mycademic sevice.

Attribute Release Status for Students

Plssefind below st o the atbutes expste fo the MyAcademicD service, marking any problems found with the

4 T identifier of the seris relessed

4 Th nameof the user s relessed

4 The il of the ser s relessed

4 Tha stucent affilstion of the usr i relessed

4 T schacooneogosacionofthe user s relessed

& The European Student Identifirofthe user s relessed
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: I + membe@imude
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+ enployecaimude

o126 41.9.0.1.08 ‘@mude

hteds xgssurance B®/low

//eduteams org/asurance DB/ it
et rg/ctegonyreseatch-an scholrship
Inteds orgints

SAML Subject
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S —
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technology and information for Identifcation

User and Role bind services = Identity Ma nagement

* Existing technologies:
» Directory Services > LDAP (Protocol and Schema definitions)
* LDAP-Schema for Higher Education
 eduPerson (V4.3 from 30. November 2021; V1.0 from December 2007)
* SCHAC — SCHema for ACademia (V1.6.0-prposed from 24. March 2022 / V1.5.0 from 15. April 2015; V1.0 from May 2006)
* SAML — Security Assertion Markup Language
* Essential LDAP-Schema Attributes:
* eduPersonAffiliation / eduPersonScopedAffiliation = Roles
* eduPersonEntitlement - Mapped Entitlements < Services provided
e eduPersonAssurance = Assurance Class / Level of Data
* schacHomeOrganization
* schacPersonalUniqueCode > European Student Identifier
— additional Identifiers necessary

Federation A

* Pairwise |d = Pseudonym
* Subject Id = Unique Person Identifier % eduGAIN
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Trust level / Assurance Level
- Very important for IDENTIFICATION & AUTHENTICATION
- Quality of identity (personal) data
- Type of authentication & consequences for ‘

identification medium h ig h

‘su bstantial /
: Authentication
medium - BRelD.AS compliant
‘ Authentication

- |n elD of EU Citizen IDs
— Provided by HEI for

normal  certificate based

Authentication: * FIDO2 foreign Students
* username /email * SmartID Identity proofing:
+ password Identity proofing: - Officially confirmed
no trust Identity proofing: > officially confirmed 5 |dentity document checked
= self-asserted > check of a government 1, e genuine and represent
- verified e-mail issued photo-ID the claimed identity
address

* Qualified signature

——_
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Common ldentification pass using ISO/IEC 18013-5 model

* The “ISO/IEC 18013-5 Personal Identification” model is designed to support

* A protocol for two devices to establish a secure wireless communication channel
and exchange structured request and response message

* |dentification of the credential holder (user binding)
» Selective release of data elements by the credential holder (data minimization / consent)
* Pre-consent mechanism for frequently repeated processes (e.g. discount payment at Student Affairs Unions)

* A protocol to retrieve credential data directly from the mobile device of the holder,
purely offline, facilitating availability and non-traceability

* An optional protocol to retrieve additional data from the issuing authority
* A mechanism to establish integrity and authenticity of the credential data
* A mechanism to confirm device binding (signing at transaction time)
e Multi-document and multi namespace aware € extendable for other use cases
» Established governmental credential format that is already in use = mobile driving licence / eu.europa.ec.eudiw.pid.1

* Already supported by the OEM-Smartphone-Manufactures (Apple and Google
- see: https://android-developers.googleblog.com/2020/11/privacy-preserving-features-in-mobile.htmil)

* No additional infrastructure costs _



https://android-developers.googleblog.com/2020/11/privacy-preserving-features-in-mobile.html
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ISO/IEC 18013-5 Data model

9
doctype Reuse of directory Data (common eduGAIN attributes): % eduGAIN
namespace * portrait (photo, mandatory for identification documents)

Data attribute * givenNames

* sn (surname)
Data attribute .

email

Data attribute » eduPersonAffiliation / eduPersonScopedAffiliation

. e eduPersonEntitlement

= S oooooommmmooooooooed e eduPersonAssurance

o namespace [-------; * schacHomeOrganization

» schacPersonalUniqueCode = European Student Identifier (ESI) - MyAcademicID
e schacDateOfBirth
* schacYearOfBirth

e schacPlaceOfBirth

Doc * schacExpiryDate
Public key o

Data attribute

Shibboleth.

works like a Shibboleth authentication
on-site > trained processes

_____________________
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Chain of Trust & Trust level

Super national CA

National Authority

.high

Credential Issuer substantial

normal

()
no trust

Credential Holder

Service-Provider / - reliable and trustworthy
relying party on-site service access
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Access Services > a question of interoperability

Identification Electronic payment / Physical Access Control Library services Transport Discount and promotions
Identification cashless campus * Areas (campus, parking lot) e Access to / borrow * On campus services * Discounts on cultural
Status verification * Canteen & cafeterias * Buildings *  Physical media (book, (university shuttle service) activities

Proof of entitlement * Vending machines + Rooms audio and video media) * Public transport tickets * Museums

. . o . * E-media (book, audio and & discounts . theaters
Single Sign On / 2FA / * Printing / scanning Classrooms video media) = s Cinermas
FIDO2 (secure & follow me printing) Labs * Learning spaces Shops
Learning spaces Restaurants

* Ticketin Computer rooms
Attendance check g
«  Check-in for exams (secure & follow me printing) Offices
e gttendance at courses Accommodation facilities
e Time recording (i.e., dorms)

Electronic Signature Sports facilities
(of legal documents)

on- & off-campus = on-site usage
online services

providing service = create benefits
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European Student Card = Services and Service Consumers

Why focus on students and ISCED:2011 Level 6/7/8 for ESC? ISCED:2011 Level

* Itis about providing services = eduTAP is for anyone

. . . Early childhood education
* For users of the (home or host) institution Y

 User incoming for a short-term or long-term mobility Sl iy Gl e

* Staff / faculty members are more likely on short-term mobility than students O SEEee Y G el

— leading by example

Upper secondary education

student faculty Post-secondary non-tertiary education

Natural person Short-cycle tertiary education

Bachelor’s or equivalent

Master’s or equivalent

OIIN O A W N L O

Doctorate or equivalent

x

Faculty or Staff member of HEI

account

Medium / Card /
Pass / service card
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Identity Linking = from eduGAIN to eduTAP

e Utilization of decentralized / federated Authentication and Authorization Infrastructure
* Online - fewer individual login credentials = higher assurance levels

* Bridging online identity to mobile credentials for reliable and trustworthy ({é\\h;lyAcademich
on-site service access = service-oriented + interoperability-oriented )
*  Focus on Flow of data Login with
* The medium wallet pass as an extension of a Digital Identity Examples: University of Bologna, name @aut
Search the extended list of Identity Providers

or
Legal person Natural person

€ | Login with elDAS

& | Login with Google

ation g gederatj,
& R

. - ©) ©)
login credentials . - ® ® . mos

. g. .. ./ ——— authorization ©) @ ©) ©) ®
identification medium eduGAIN

Co-financed by the Connecting Europe Facility of the European Union

—> externalization of the
authentication process
- pass in the wallet for identification UBEP CEIE

This project has been co-funded by the European Commission. The content of the service reflects
the views only of the authors and the European Commission cannot be held responsible for any use
which may be made of the information contained therein.

eduTEAMS by GEANT/j I
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From eduGAIN & eduroam to eduTAP

* eduGAIN is an inter-federation of identity-federations in Higher Education
* Each Member of a Higher Education Institution (HEI) should have a user-account that allows him to access online-services
* eduGAIN uses Shibboleth (federated SAML2 or OIDC) and is an “Authentication and Authorization Infrastructure” (AAl)

* All HEIs Identity Management Systems uses the same common set of LDAP-Schema (eduPerson & SCHAC + SAML)
- shared set of Attributes and understanding of those Attributes

* eduroam (educational roaming) gives all HEIl members access to a WLAN service with SSID eduroam
* WPA2/3-Enterprise with a Radius Authentication Service (based on the eduGAIN user-account - login)
* A common WLAN at almost all HEIs world-wide and public spots

student faculty

-2 It is all about accessing services

- eduTAP
* identification / authentication / authorization to access services on-site

* uses eduGAIN and legacy system attributes for service access

En =3
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eduGAIN & eduroam Member Countries

- eduGAIN Federation Members — eduroam Service Providers

- eduTAP fits perfectly into GEANT Trust & Identity Services and
compliments eduGAIN for offline on-site identity use cases
—> can reach the same adoption world-wide

_
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GEANTQ GEANT - The IT provider for Higher Education in Europe
k. 4

GEANT membership

The GEANT Association is the collaboration of
European National Research and Education Networks (NRENS)

* Non-Profit Organization

* Service-Provider for IT / e-infrastructure services
for the European Higher Education Sector

* Key Services:
«  GEANT Trust & Identity Services

%/ eduGAIN R edutEAMS

eduroam 6!’7 cademia

ONLINE STUDENT VALIDATION

Federation A

«  GEANT Network and Connectivity Services
«  GEANT Security Services
«  GEANT Cloud Services

*  Procurement Agency for EU-HEIs % eduGAIN

- eduTAP fits perfectly into GEANT Trust & Identity Services and compliments eduGAIN for offline on-site identity use cases

—_
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European University Alliance for Global Health

eduTAP

Co-funded by the Erasmus+ Programme of the European Union www.eugloh.eu


http://www.eugloh.eu/
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eduTAP - educational tapping — What is eduTAP?

* eduTAP the concept
* of splitting integrated campus cards into separate service passes and
* a harmonized identity pass

* eduTAP the software / product — to enable HEIs and Service Providers to:
* create, issue, and manage passes within the smart device wallet

* interact with wallet passes to give access to services, identify,
and verify the status of students and staff members

— The eduTAP concept helps to fulfill the

great vision of the European Student Card
and enable interoperability

——_
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Service Directory

eduTAP Deliverables

_--~HTTP
JSON

-
’f

* Architecture of the delivery system .-~

Credential Issuer p
REST-Backend

p  Provider p
| = Server |

. : Relying part
HEI = Service Provider = Technology provider = Holder yne !
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eduTAP Software / Product Deliverables

The eduTAP project and community implements

* eduTAP core - generic libraries and tools; everything to create, issue and manage passes in the wallets

* eduTAP libs —> generic libraries and tools; everything to interact with and process data from a wallet pass
* eduTAPdocs 2> Information about eduTAP and Wallets

* Central Service Directory =2 find service and obtain a service pass if necessary

* Infrastructure and Deployment helpers

HEls and Service Providers that want to adopt and use eduTAP needs to implement or configure

* Mandant Specific Applications (MasA) 2 eduTAP@institution implementation

eduTAP is community open source
More Information's = https://eduTAP.eu e https://docs.eduTAP.eu & https://github.com/edutap-eu

_



https://edutap.eu/
https://docs.edutap.eu/
https://github.com/edutap-eu
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eduTAP - educational tapping

tap to ...
v’ tap to identify yourself,
v’ tap to verify your status, TAP TO PAY

v/ tap to proof your entitlement,

v’ tap to claim a discount, )

tap to access a service on-site directly:

v’ tap to pay (open and close loop-payments),
v’ tap to open a door,

v’ tap to lend a book,

v' tap to take a campus shuttle.

no app, just tap!




Path to an interoperable campus card

Student ID .

DPEAN STUDX

ST

*

3¢ESN

Erasmus Student Network

INTERNATIONAL

STUDENT

IDENTITY CARD

5 BCOMO
- UCC L 111100982
SIS

John Doe
Y Occasional  DOB: 01/01/1990
" 20132014 Expires: 300972014
I .

Part Time

a

158012547832
ERRE
m%' Y
Studienausweis

Trust-Level: NO-TRUST

V24

EUGLOH

eduTAP

v’ state-of-art technology,
v" secure and trustworthy,
v" compliant to GDPR

v’ ensures interoperability




Transition of credentials into the Smartphone Wallets

Braille (LMU) invers

Studierendenauswei
Student /dentity Card

First Name Surname

Vorname, Name
Foto

Matrikelnummer Matrikel-Nr. / Registration No.

Geburtsdatum Gultigkeit

Llnwersualsmbhm
T

- 410000000017
rz3aseze 41NN

Geschwister-Schol

Zugehorigkar

schneme

\ dass dreselben

Lmpressum | Datenschtzerkisrun | Kontakt nd FAQ.

U
Student Identity Card . Studierendenwerk Miinchen
q q == Oberbayern
Studierendenausweis o
Name Mensakarte
Julia Stadler
Guthaben
291€

Giltigkeit
01.10.2023 - 30.09.2024

Matrikel-Nr. Geburtsdatum

11123456 01.01.2000

Fakultét

Fakultat fir Psychologie und Padagogik Bibliotheksausweis

Nutzergruppe Bibliotheksnummer

40 400068824013

Abholnummer

NAME
BIBLIOTHEKSNUM

Julia Stadler 410000009016

MATRIKELNUMMER GEBURTSDATUM

23456 01.01.2000

FAKULTAT GULTIGKEIT
it ) 2023-10-01 )

ABHOLNUMMER-UB  ABHOLNUMMER-BSB  GRUPPE

09 0000 41

b9f21cb8-6620-40a6-a3fa-f8913(cE... ||" | ||"||"I"I|| ||| ||| |||

410000009016

EUGLOH
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Transition of credentials into the Smartphone Wallets

Examples: potential IDs for LMU Munich

STUDENT ID BIBLIOTHEKSNUM...
Studierendenausweis 410000009016

LM
NAME

Julia Stadler

Studierendenwerk Miinchen
Oberbayern MATRIKELNUMMER GEBURTSDATUM

11123456 01.01.2000

LMU s ABHOLNUMMER-UB ~ ABHOLNUMMER-BSB  GRUPPE

Mensakarte FAKULTAT GULTIGKEIT
‘ 09 0000 41
Student Identity Card Guthaben
Studierendenausweis LM »ne

Name o . V- N
Julia Stadler Bibliotheksausweis ( > @ g
Nutzergruppe Bibliotheksnummer A 4

Giiltigkeit 40 400068824013 .*'I.
e

Abholnummer q 7 410000009016

Matrikel-Nr. Geburtsdatum b9f21ch8-6620-40a6-a3fa-9f8913fc8...

11123456 . 01.01.2000

Fakultat 1 . ;
Fakultét fir Psychologie und Paddagogik oy R 5 y . he LMU

Zeiterfassung

Code anzeigen
Anzahl Uberstunden Anzahl Tage Rest-Urlaub
172.31 18

Code anzeigen

Code anzeigen Add tO Add tO
Google Wallet Apple Wallet
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Transition of credentials into the Smartphone Wallets

Examples: Event Tickets

European Campus Card
Association Conference
2024

Ticketinhaber

EUGLOH Annual Summit 2023 in Lund ECCA 2024

/ Lund University & N X § FARY
@ EUGLOH Helgonavagen 3, 223 62 Lund, Schweden univer - Camﬂm, ) M"ar{ an ttaly

Registrierung ab Fertig

15. Mai 2024, 17:30

Lund University Registration opens at

12 juni 2023 08:00
EUGLOH Annual Summit 2023

Datum Tid
12 juni 2023 09:00

Veranstaltungsbeginn 2o" Cay,
. 15. Mai 2024, 18:00 %
Evenemangets starttid 15 3
12 juni 2023 09:00 Veranstaltungsende Ypgaedd  EocAcomer ECCA Conference 2024 Ticket

4,15:00
. NAME / ORGANIZATION
Evenemangets sluttid PO

14 juni 2023 17:00 Universita Cattolica - Milan dd09d90agedb4e0: 37 Alexander Loec

European Campus Card Automatische Updates

I AT Association Conference 2024

16a84efd98f94a11a501a8b9c871bblc Mitteilungen erlauben .
Date
R« National Emergency Number 15-17 May, 2024 f Sperrbildschirm

Ticketinhaber / Organisation Veranstalter-Kontakt
Alexander Loechel /
Ludwig-Maximilians-Universitat Miinchen Nationale Notrufnummer

Re University Security

R« Organizer Contact (Kristina Miolin) ' B}
Veranstalter Kontakt

Address
Organizer Contact (Christina g g Veranstaltungswebseite ol
Grossmann) " e

] Milan, Italy
Programm

Organizer Contact 7 - A ) ECCA Webseite
BB T o B +
PLATINUM SPONSORS

Event Homepage ELATEC
==

enTRUST Zur Verwendung an Terminal halten [ ©)

dd09d90a8edb4e0498d93fa47cab6e37
Program

Karte/Ticket kann nur fir ein Google-Konto
@ verwendet werden

<4 A /K

Code anzeigen

Veranstaltungsticket in Google-Diensten
verwenden

stant und and

Karte/Ticket kann nicht geteilt werden

Weitere Informationen zum Teilen le Wallet

Archivieren

Entfernen
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Transition of credentials into the Smartphone Wallets

Examples: European Student Card in the Wallet

* Discount off-campus

European Student C...

European Student Card *' * For usage at HEIs that accept the ESC

NAME

Julia Stadler

* No NFC or additional data

EUROPEAN S... HIGHER EDUCATION INSTITUTION
urn:schac:personaluniqu..  Ludwig-Maximilians-Universitat Minchen

DATE OF BIRTH VALID UNTIL
01.01.2000 2024-09-30

O

810e4b6b-72a9-4bbd-9c57-2551a4d2...
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Demo 2> Download an eduTAP created pass

https://demo.edutap.eu/



https://demo.edutap.eu/
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DEMO

Time for Demo

* Download an example pass

* |Interact with a reader Ofges: -
, https://demo.edutap.
* Updating a Pass ps://demo.edutap.eu/

ifyi ifi i 7 Add to Google Wallet
* Flow of verifying a verifiable credential

ﬁ Add to Apple Wallet

——_


https://demo.edutap.eu/
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We'd love to hear from you!

Get in touch:

EUGLOH Work Package — Campus Life /
EUGLOH ESC Working Group (IT people):
heis.it.wp5.eugloh@up.pt

* Alexander Loechel (LMU Munich)

* José Filipe Alves (UPorto)

* Morgan Persson (LU)

* Pierre Gabrielle (Université Paris-Saclay)

Follow us on social media:

www.eugloh.eu


mailto:heis.it.wp5.eugloh@up.pt

