Built a wallet. Ran a pilot. Now helping governments certify them.

Pavol Hrina

* Independent practice focused on EUDI Wallet strategy and
Verifiable Credentials

e DIForum community co-founder

e Working with the Slovak National Security Authority on
EUDI Wallet certification schema.

Bridging business and tech

Previously:

e Built and piloted a wallet in background screening that
reduced pre-screening time.

e At Accenture Tech Strategy, focused on Decentralized Identity
& EUDI Wallet

? pavolhrina.com | linkedin.com/in/pavol-hrina



Same Challenges, Different Starting Points

Mark showed you the reality of campus digitalization in the US: adoption challenges, institutional complexity.

Europe faces the same core problems:

—~ How do you verify a student's —> How do you digitalize without —~> How do you get adoption when
credentials across institutions? disrupting what works? people are comfortable with
paper?

The difference: Europe chose to solve these through a shared regulatory framework, like the the EUDI Wallet,
rather than leaving it to the market.

That's what the next 12 minutes are about.



Let's Clear the Air
Four things you've probably heard

01 02
"The EUDI Wallet is a mobile app" "Universities must issue digital diplomas
) HALF TRUE by 2027"

@ MOSTLY FALSE

03 04

"Digital credentials will replace university "This won't actually happen in my
records" country"

@ FALSE @ FALSE

We'll resolve each one.




The EUDI Wallet in 60 Seconds

What it IS

e A secure mobile app for storing and sharing verifiable credentials
e Voluntary for citizens, free of charge

e Privacy-by-design: selective disclosure (prove "over 18")

e Backed by EU Regulation 2024/1183 (eIDAS 2.0)

e Each Member State provides its own wallet(s), not one single EU
app, (+ private-sector wallets)

Whatitis NOT

e X NOT a centralized EU database: data stays on the
user's device

o X NOT mandatory for students to use

» X NOT replacing your campus card or Student
Information System

o X NOT automatic credential recognition: the wallet
verifies authenticity, not equivalence

[)'  On micro-credentials: DC4EU tested them successfully, but the ARF doesn't yet have a defined rulebook. Technically possible, not yet

standardized.



It Takes a Village
The EUDI Wallet ecosystem, and where HEls fit (Myth #1 resolved)

WALLET e _
PROVIDER :

ISSUANCE . ) H )
PROVISIONING || 7 STORAGE ISSUERS* e I TRUST &
‘ GOVERNANCE
( —) ( — 5 N 2 — - N
— ‘4 PID e
%\ PROVIDER Fggg ?I L B @ I
—o = - ‘ Fa'E p S
! TRUSTED
N4 WALLET E;"I rovoers || | RELYING LISTS g
USERS UNITS Lo /| | PARTIESY | ’
L —) L \ o— CONFORMITY
: \ASSESSMENT |
PRESENTATION -» VERIFICATION ( AUTHENTIC |= )
""" *L SOURCE @%
- L)

gﬂg Your institution can play THREE roles: Issuer + Verifier + Authentic Source

This ecosystem will serve ~17.5 million tertiary students across ~5,000 European HEls.



What Students Actually Want
Students' #1 wallet use case: university records

Students Business people Expats Frequent travellers Retired

This is YOUR use case. Lead with what students are asking for.

Source: NiScy Comprehensive Use Cases Report, 2,800 respondents
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Summarizing the presentations

LUDWIG-

o

swveeis | = Implications for HEls
Pavol Hrina (DIForum)
Mobile ldentity EUDI-Wallet and Digital Credentials
- Virtual Campus Cards in the USA & EUDigital

' |dentity Wallet

Focus: Campus Cards
|dentity-Management and the Combination of Identity and Facility-Management


https://ecca.eu/

Mobile Identity in the U.S.

LUDWIG-
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MUNCHEN

Key Takeaways:

* Mobile is Operational, Not Experimental!

* Mobile First and Multiple Credentials

- E——
* Mobile and Plastic Identity Cards must coexist |- _° —
a-- f ~
: B
| ¥
4 [+] o




Mobile Identity in the U.S.
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Who controls identity lifecycle?

NOTRE DAME . Badge

LEPRECHAUN Issuance
%0000000 L

00/00/00

Employee &
Student Data

| — e
In the U.S. Apple and Google promote the “ONE Pass strategy’,
- One credential that groups all services for one campus.

-> Just like a plastic card, all relying parties must support the
same credential type (e.g. HID Seos, or Mifare DESfire)

- Multiple Credentials?

Facilities
Management




| Mobile Identity in the U.S.
MU s Adoption rates after 7 years

MUNCHEN

EARLY MARKET THE CHASM MAINSTREAM MARKET

Mobile IDs began deploying | l' f 4 e sesine -
. [] Supplier «early adopters
in 2018 : ) T e

High-growth adoption
o

Supplier consalidation phase starts: 20% t

7 years later: : e
* 10% institutions, '
* 4 % students

have deployed

investigate
rounds of Methodologies and best

First-generation venture caj pitel practices developing
inding

products, high price,
lots of customization
neede

Third-generation products,
out of the box, praduct
suites

Startup companies
first round of venture
eaphtal funding

Technology Peak of Inflated Trough of Plateau of
Trigger Slope of

time

Gartner. Hype Cycle

PRAGMATISTS CONSERVATIVES

TECH ENTHUSIASTS

o

EARLY EARLY LATE
INN?\;;TD RS ADOPTERS MAJORITY MAJORITY LAG;;R DS
' 13.5% 34% 34%



| Mobile Identity in the U.S.
MU s Adoption rates after 7 years

MUNCHEN

EARLY MARKET THE CHASM MAINSTREAM MARKET

Mobile IDs began deploying
in 2018
7 years later:
10% institutions,
4 % students
have deployed

Technology  Peak of Inflated Trough of
Trigger Slope of

Gartner. I-K/pe Cycle

PRAGMATISTS CONSERVATIVES

- TECH ENTHUSIASTS

EARLY EARLY LATE Why is adoption

?
mmczw:%mns ADOPTERS MAJORITY MAJORITY "AG;';‘:DS Sa S‘I’, S'Ow'bl
' 13.5% 34% 34% caling problem

° - ONE credential to rule them all does NOT work

o



e Mobile Identity = Credentials (digital and physical)
LMIU | [sivessinis Campus Cards are about Accessing Services
-> Access and ldentity Credentials

On- & Off-Campus = On-Site Usage / Proximity Use-Cases
+ Online Services

Facilities
Management
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Mobile Identity = Credentials (digital and physical)

Physical cards VS. Smartphone
(chip cards and smart cards)

Wallet
EEFHCIM
L] Lagik
RO
| AAM h
o CPU EEPRCN
" EU Digital
. . '— Identlls::;(?Nallet
Data Applications in the Credential vs. dedicated Credentials

-> Shift to Wallets (Container for multiple Credentials)



Mobile Identity = Digital Identity
Definitions

LUDWIG-
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The term Wallet is vague; let's define the relevant terms: =, EU Digital
L= Identity Wallet

Wallet (Noun) — i @

A wallet is a container that stores and manages credentials.
* In the physical world: a wallet holds cards (ID card, driver’s license, bank card).

* In the digital world: a wallet is a software container that securely stores and presents
digital credentials.

In the context of the EU Digital Identity Wallet (EUDI Wallet), a wallet is defined as a
tool that allows users to store identity data and electronic attestations of attributes

and to present them securely to relying parties.
°

EU Digital Identity

Wallet



_ Mobile Identity -> Digital Identity
MU | s Definitions

MUNCHEN

Credential noun)

« a qualification, achievement, quality, or aspect of a person's background, especially
when used to indicate their suitability for something.

« a document proving a person's identity or qualifications.
Definition as of Oxford Languages

Examples:

 Digital National Identity Document - PID (Personal Identification Data)
» A School / University degree

» A Transcript of Record

« A course micro-credential

« Employee badge

« Student ID badge (= PID)

« Age verification token

« Payment Card

» Access Key Token



Mobile Identity = Digital Identity

LMU | it Definitions

MUNCHEN

Long-Term vs Short-Term Credentials

Long-Term Credentials
Characteristics:

* Issued once

* Intended to remain valid for a long period
* Represent stable attributes

Examples:
» Birth registration
* Marriage certificate

* University degree
They should:
« Be immutable (original statement never changes)

» Support revocation mechanisms if necessary

11

i 1 /"¢_'1, Nl
Short-Term Credentials - _ aam
B =t i 1
Characteristics: B i .

 Limited validity period (minutes to years)
» Designed for temporary use

« Often revocable or refreshable
Examples:

« National ID Document (PID)

» Driving Licence

» Student ID / Employee Badge

» Access credentialEvent ticket

Short-term credentials reduce privacy risks and improve
security by limiting exposure.



Mobile Identity = Digital Identity
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When you are more interested in Long-term Credentials for Higher Education
- European Higher Education Interoperablllty Framework

s://leducation.ec.europa.eu/focus-topics/digital-education/digital-education-hub/workshops-and-working-groups/interoperability-framework)

* Discover

« Apply and get recognition

« Access tools

* Manage educational resources
» Generate data

« Earn a credential

« User ldentity

* Institutional Identity

European Higher

Education Interoperability  euroeean | I
Framework EDUCATION h‘ I
]

1L

12
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_ Mobile Identity -> Digital Identity
MU | s Definitions

MUNCHEN

Issuer ]
» An entity that creates (and cryptographically signs) credentials. / %}\
Examples: /—= _ e ’ \
« Government issuing a digital ID pemspect e o
+ University issuing a diploma credential, a Student ID, and enrollment credential &= ”
- Bank issuing a payment credential 2wl o *_’r .
H o I d e r Digitally IZZl:i:esranons, Reques(‘:i:::'f;ﬁes that

packages and gives credentials Iissuer attestations satisfy
to the holder requirements

» The person (or organization) who receives and controls the credential in their wallet.
* The holder decides when and to whom a credential is presented.

Verifier / Relying Party

» An entity that checks the data and validity of a credential.

* ARelying Party is a service that relies on verified information to provide a service.

» The verifier (with Verifiable Credentials):
» Validates cryptographic signatures
* Checks revocation status

» Evaluates trust anchors
13



_ Mobile Identity -> Digital Identity
MU | s Definitions

MUNCHEN

Interoperability noun)

» The ability of computer systems or software to exchange and make use of
information.

- Understand the transmitted data
— can use the data to do something HoLDER

Manages credentials, presents
them as proof to venfiers

gl

ISSUER VERIFIER

Dugtally 1ssues atlestations Requests prool, verihes that
packages and gives credenhials 1ssuer attestations satisfy
o the hoider réequwements

Campus Card use-case:

y Access to on-campus services




Mobile Identity = Digital Identity
= Definitions

IIIIIIIIII

s
Secure Element

A Secure Element (SE) is a tamper-resistant hardware component designed to:

« Store sensitive credentials O== = —
. . O i Q mart Access Vehicle
» Perform cryptographic operations ﬁE Q
* Protect against extraction attacks ey o B
(e =]
Used in:

Example NXP Secure Elements

« Payment credentials (EMV)
* Mobile ID implementations
« Some digital identity wallets

. n t-nx r- =
H W E RE ELEMENT -ENHANCE-DI ITAL KEY

15
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o Mobile Identity = Digital Identity
| MU | v Definitions

MUNCHEN

Types of Wallets (informal, conceptual/didactic):

» Mobile-App Wallets

Examples: Apple Wallet, Google Wallet, Samsung Wallet, national EUDI
Wallet apps.

Characteristics:

» Installed as a native mobile app

« Credentials are typically protected by:
» Secure Element (hardware chip), or
« Trusted Execution Environment (TEE), or
» OS-level secure key store

» Often support cloud backup or device migration

« Web-Wallets

Credentials are protected by a cloud-based Secure Element
- Only online usable

* Vaults (Term normally not used in Digital identity context, but common in ITC - Stores secrets)

Key-Questions:
which credentials do you always carry around? An even more protected storage of credentials

16
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Mobile Identity = Digital Identity

Common Verifiable Credential Formats / Protocols for Digital Identities
- ISO/IEC 18013-5 (mDL & mDoc) B mDL | "SDJWT
« W3C Verifiable Credential Data Model ‘

« SD JWT (EU) JSON-LD

Issuing and Redemption Protocols
« OID4VC (OID4VCI and OID4VP)

For proximity use-cases
NFC / BLE transmission is crucial
17



Mobile Identity = Digital Identity
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Understand the use-cases and the technical requirements ONE SIZE DOES

NOT FITALL

- Use-cases defines the required data and data format

) W ess B

oL | spawr
[

M founded by Phips

Java Card OS

P!
CTC4096-MM410

- We tend to tryto solve all problems with the tool we have / like
- But we have a toolbox of technologies avaliable in the wallets

s
ifE ° °

o =1 EU Digital - Each credential can define its own
s Sl e ) |den|-_ity Wallet data technology / data model

- A Wallet can hold multiple credentials

—— with multiple technologies SN,
- - Auto-Presentment is the User-Experience enabler

18



_ Mobile Identity -> Digital Identity
LMIU | Givessinis Key to all Services = Identification / Authentication

 Triple-A-System Authentication Factors

* (Identification)

* Authentication Something

- Authorization you KNOW

« Accounting N
. On_-site services_ access is about proving your Something |

entittements and identity you HAVE Something
Chip card yqu ARE

- “something you know” as an authentication method for - R

Smartphone

on-site service access is not very efficient,
best combination: “something we have” + “something we are”
- Medium: Smartphone Wallet Passes + authentication via biometrics

- We already have a powerful IDM System for online-services = Shibboleth - eduGAIN-AAI

19
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Mobile Identity = Digital Identity
Trust level / Assurance Level

- Very important for IDENTIFICATION & AUTHENTICATION
- Quality of identity (personal) data
- Type of authentication & consequences for

identification medium

no trust

normal

Authentication:

substantial /
medium

Authentication
e certificate based
« FIDO2

« username / email* Smart ID

+ password

|dentity proofing:

- self-asserted

- verified e-mail
address

|dentity proofing:

—> officially confirmed

- manual check of a
government issued
photo-ID

high
Authentication

- B elD.AS compliant
- elD of EU Citizen IDs

—> provided by HEI for
foreign Students

|dentity proofing:

—> officially confirmed

- ldentity document automated
and technically checked to be
genuine and represent the
claimed identity



Mobile Identity = Digital Identity
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Who is the relying party / verifier?
» Cross-organisation verification < EUDI-Wallet is exactly designed for this process
©—— « Use-Case for the European Student Card

- Q\\\ . //’\ ( /@\
£9){0ie

INSTANT
FASTER
VERIFICATION ENROLLMENT

Actor: University System Actor: Admissions Team

VERIFIES 2 ENROLLS
CREDENTIAL ’ MARIA
J

PORTABLE
CREDENTIALS

Actor: Maria [—=
OPENS

1 EUDI Tad
WALLET |—

« Within an organisation / a dedicated service-provider issuer relation

- Campus Cards use-cases
 Library ID
» Canteen Discounts

N

J

* Physical Access Control

21



o Mobile Identity = Digital Identity
| MU v | Verifiable Credential for HEIs (Prototypes)

MUNCHEN

European Student Card as Verifiable Credential DC4EU non-foundational Ids

Table with available schemes for non-foundational IDs

Status/ .
. . . Schema Registry
Scope Data model name Brief explanation Detailed
. URL URL
explanation
Identifies the natural person in .
Non- X Verifiable
3 . the context of an educational " -
foundational EducationallD R R R Available Schema Data
. . organisation, including national E— ——
identity i Registry
extensions —
Non- Identifies a student or staff Verifiable
foundational AlliancelD member as affiliated with a Available Schema Data
identity European university alliance Registry
Non- European Student Card for Verifiable
foundational EuropeanStudentCard = student mobility, based on DG- Available Schema Data
identity EAC's service Registry
Identity credential for student .
Non- . Verifiable
. R mobility, based on . -
foundational MyAcademiclD N Available Schema Data
. K MyAcademicID and eduGAIN — —
identity . Registry
infrastructure —
Non- Verifiable
: foundational ProfessionallD Identity credential for , based on Available Schema Data
Specification for a Digital identity Registry
European Student Card as a hlon Verifiable
foundational DoctorlD Identity credential for , based on Available Schema Data
Verifiable Credential identity Registry
Non- Verifiable
Erasmus+ Higher Education ) . . ) . -
es Daehing s foundational EngineerlD Identity credential for , based on Available Schema Data
identity Registry

https://qithub.com/dc4eu/educational-pilot/tree/main/sectorial-eaa-cataloque
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_ Mobile Identity -> Digital Identity
LMU | |ivessiris European Student Card Verifiable Credential Pilot Report

MUNCHEN

« W3C Verifiable Credential Data Model v1
* ELM (European Learning Model) Based Data Model — Attribute Structure
- Revocation / Update Process required é'

ANNEX I: Participating organisations - .
- - ‘ %&e
& S/ - . W
N 4 7 . T
g 4 J':: o
HOLDER h
Manages credentials, presents “
them as proof to verifiers A

wate— l Verifiable Data ""’"
Registry '

ISSUER VERIFIER
Digntally 1ssues altestations, Requests prool, verifies that
packages and gives credenlials Issuer attestations satisfy
to the holder requirements

23 https://erasmus-plus.ec.europa.eu/news/piloting-a-digital-european-student-card-as-a-verifiable-credential
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o Mobile Identity = Digital Identity
MU s = Transition of Credentials (digital and physical)

MUNCHEN

Ownership?
" . v 9. 0% %% %% %% %% Identity
NOTRE DAME .
i LEPRECHAUN Discounts

000000000 ﬁ
NOID

00/00/00 Access

Library

S e
o
“ . e ®
cme. BB > Multiple Credentials @
— > Micro Credentials Py P
:;“ . C)
% ® ® eduTAP Concept

https://eduTAP.eu



https://edutap.eu/

o Mobile Identity = Digital Identity
MU B Stages of Digitalization — Period of Digital transformation

MUNCHEN

e Digitization — create digital versions of analog documents

—> Digitization vs. Digitalization (machine readable content / payload)

« Digitalization with internal focus
« Optimize internal administrative processes — organization centric optimizations
» Processing of data

—> Digital transformation (a hard shift)

- Digitalization with focus on the user — user centric optimizations — Service-oriented
« Optimization on how services are discovered and seamlessly used - Digital identity
* Flow of data - Interoperability

- User Experience
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_ Mobile Identity -> Digital Identity
IMU | e Kano-Model — Systematic for User Experience & User Statifaction

MUNCHEN

Adoption of a Technology depends on satisfaction
» Does it solve the users / customers needs
* |s the User Experience good enough

A
Every company gets about three innovation tokens.
Source: Dan McKinley, "Choose Boring Technology"

Attractive

One-dimensional

Indifferent
<
Not < > p Fully
fulfilled fulfilled
“Boring” is a good thing - “Boring” let you get things done o
Must-Be
Same is true for people, if you need to think to get something done
it costs effort, and energy for other more important things
T Don’t make me Think
3 . = - User Experience is important Reverse
y : You should NOT need to care about
DON'T “boring” and “un-important” stuff v

MAKE

ME .
THINK focus on the important things

priied o (studying, learning, researching, ...)

nd Mebile
roach to Web,Usability

You should be able to . . .
Dissatisfaction
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Mobile Identity = Digital Identity

LLLLLLL

| MU s Definition of Service (ITIL)
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"A service is a means of delivering value to customers
by facilitating outcomes that customers want to achieve
without the ownership of specific costs and risks.”
ITIL Practitioner Guidance



Mobile Identity = Digital Identity

LUDWIG-
IIIIIIIIII

o

Campus Cards & eduTAP are about Service Access on site (on and off campus)
« For Member of the Higher Education Institution

» For incoming members of other Higher Education Institutions / Partners < Mobility
(short- and long-term)

For the Person User Experience is key, it should be as easy and simple as possible
Benchmarks:

w22))) %] aduGAIN eduTAP

WLAN Access Login to Online Services Authentication to physical
(on-site) services

—> To access services on site it should be as easy as using the WLAN with eduroam
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_ Mobile Identity -> Digital Identity
LMIU | Givessinis Transition of credentials into the Smartphone Wallets
The LMU Student ID (over time)

LMU LMUcard LMU LMU
Student ID Student ID Student ID Student ID
till 2019 2019-2025 2025+ 2027+ 7?

University Identity
Student ID

University ID
(Student / Staff / Affiliate ID)
Verifiable Credentials
Selective Disclosure
Zero Knowledge Proofs
Reflection of important
Shibboleth attributes

AN NN

eduTAP & eduTAP@LMU
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o Mobile Identity = Digital Identity
LMIU | [sivessinis Transition of credentials into the Smartphone Wallets
eduTAP Examples @ LMU Munich

Google Wallet Apple Wallet
() -

wu == UB

Bibliotheksausweis

NFI&EG

- all NFC enabled - NFC enabled where possible

e  Add to Add to
Google Wallet Apple Wallet
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LUDWIG-

MAXIMILIANS-
UNIVERSITAT
MUNCHEN

The European Student Card (v1.1 new ESC Design)

e A
- European
Student Card

European Student Card

A e
Ludwig - Maximians- Usiversitit Minchen

Nee

Juba Stadler 5

Gy
01.01.2000 30.09.202%
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Mobile Identity = Digital Identity
Example: The European Student Card

European
Student Card

NJAIN.IIE“EI Stadler A

HEI
Ludwig-Maximilians-Universitat Minchen

DATE OF BIRTH VALID UNTIL
01.01.2000 2025-08-30

v" Discounts off-campus

v' European dimension - Erasmus+ marketing

v" Online status verification

{3 9% europeanstudentcardeu + @ i

V| European Student Card

Expiry Date: ~ 2025-10-24
Activation Date: ~ 2025-10-22

Students can get their student status verified easily across
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

/=
| et

European Student Card

Hexdmihnie

Ludwig-Maximillans -Universitdt Monchen

Jula Stadier

' European

= Card

Student




o Mobile Identity = Digital Identity
MU s Example: Tap to Pay - Discount-Pass for Canteens

MUNCHEN

Payment Process in the Mensa K 4
Double Tap: s

1. Eligibility verification of status group (Student, Employee, Guest)
- Discount will be applied

2. Pay with an Open-Loop Bank / Credit-Card
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_ Mobile Identity - Digital Identity
MU s Example: Tap to open a door (Physical Access Control)

MUNCHEN

Physical access to the learning spaces

LMUcard Google Smart Tap ‘ Apple Access
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o Mobile Identity = Digital Identity

MU | s | Identity Pass: Path to the best User Experience and Interoperability

= Mdoc Verifier
K.

Studentenwerk
Minchen

Studierendenwerk Reader

Documents to request
K‘ HEI Common ID - Identity Verification; v
Erika's HEI Common ID
St == ]

HEI Common ID

Studierendenwerk Reader

The following information will be shared with
Erika's HEl Common ID Studierendenwerk Reader:
HEI Common 1D

@ Photo of Holder

NFC ready to tap

2, Family Name
The following information will be shared with

Studierendenwerk Reader: 2, Given Names
Photo of Holder
E g Gender
S, Family Name a
= Expiry Date
2, Given Names

o The describes how your
= Gender

data is being handled
5 Expiry Date

Set up Pre-Consent

D You can set up pre-consent for this
The describes how your transaction, so you don't have to approve it in
data is being handled

the future.
o =
Informed Consent Informed Consent Verifier App
+ Pre-Consent
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